QlEEE , | Transactions on

o A /) ) .
Sinal Processing Sockely 7% | and Security

Information Forensics

Full Secrecy for the Wiretap Channel with State Information
Available at Both Encoder and Decoder

Journal:

Transactions on Information Forensics & Security

Manuscript ID:

T-IFS-02794-2012

Manuscript Type:

Regular Paper

Date Submitted by the Author:

31-Jul-2012

Complete List of Authors:

Le Treust, Mael; Université Paris-Est Marne la Vallée, LIGM
Zaidi, Abdellatif; Université Paris-Est Marne la Vallée, LIGM

EDICS:

INF-SECC-Security over channels (wire-tap, broadcast, multiple access,
interference, multi-user, etc.) < INF-INFORMATION THEORETIC SECURITY

\RONE”




Page 1 of 30

©CoO~NOUTA,WNPE

with the wiretap channel with shared key. We introduce the

We establish the secrecy capacity for two interesting case¥he
first is the discrete channel with anti-causal state informé&éon
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Abstract—We investigate the problem of secure communication block. Figure 1 represents the channel with non-causat stat
over a wiretap channel with state information available at oth  jnformation. This knowledge is "anti-causal" (resp. "iit)
encoder and decoder. In this framework, the secrecy capagitis  \yhen hoth encoder and decoder observe a sequence of states

strongly related to the knowledge, by both encoder and deca, . Lo .
of the past, the current and the future channel states. The seecy that is arbitrarily larger than the transmission block retbat

capacity has not been characterized yet, for neither causal IS infinite). Figure 2 represents the channel with anti-aeaus
nor non-causal state information. Our results provide a beter state information. In [5], Chen and Vinck establish a lower

understanding of the fundamental problems that arise in seare  pound on the secrecy capacity for the wiretap channel with
communication with state information and establish a connetion state information non-causally available at the encodgis T
concept of anti-causal state information i.e. the length ofthe re_sult IS Obt_a'ned using a Comb'nat'or_] of the Ge!'fand and
sequence of states available at both encoder and decoder isPinsker coding [4] and the Wyner coding [2] and it extends
arbitrarily larger than the length of the transmission block. The easily to the broadcast wiretap channel with state infoionat
analysis reveals that the state information can be utilizedcas a [6]. The authors of [7] strengthen the result of Chen and kinc
secret key that is shared among the encoder and the decoder. [5] and provide a lower bound on the secrecy capacity when
distinct channel state information are non-causally atdd at
and the second is the Gaussian channel with non-causal stateencoder and decoder.
information. For both cases, our results show that the encoe Subsequently, the article of Chia and EI Gamal [8] intro-
and the decoder can use the channel state info_rmation_in orde duces a promising perspective for the study of the Wiretap
to secure all the information that can be transmitted relialy. channel with state information at both encoder and decoder.
Index Terms—Physical layer security, Shannon theory, wiretap Considering the channel state information as a secret key
channel, state information, secrecy capacity. shared by the encoder and decoder, enhances secure com-
munication significantly. The two main results presented in
[8] are bounds on the secrecy capacity. The first result is a
lower bound for the case of causal state information which is
The problem of secure communication is modeled by tiwrictly larger than the lower bound for the non-causal case

I. INTRODUCTION

wiretap channel in which an encoder sends information tosgated in [5]. The second result is an upper bound for the case

decoder, while keeping it secret from the eavesdroppef]in [of non-causal state information. An important contribotiaf

Shannon shows that secure communication is possible wi8his to connect the literature devoted to the wiretap clehnn

a secret key is available at both encoder and decoder, ith state information and the literature devoted to theeteip

not at the eavesdropper. Wyner [2] investigates the problemannel with secret shared key. In fact, the secrecy capacit

of degraded wiretap channel and exploits the statistichef twhen considering a secret shared key is characterized in [9]

channel in order to secure information. Csiszar and Kor8kr [for the less noisy wiretap channel and in [10] for the general

extended the result of Wyner [2] to the case of general wiretaviretap channel.

channel where the legitimate decoder and the eavesdroppefhe secrecy capacity for the general wiretap channel with

have also to decode a common message. state information available at both encoder and decodestis n
We investigate the problem of secure communication ovavailable yet in the literature for neither the strictly salj nor

a wiretap channel with state information available at botihe causal, nor the non-causal case. In this article, wedatre

encoder and decoder [4] but not at the eavesdropper. Tthe concept of anti-causal state information and we charac-

communication possibilities for a channel with states aterize the secrecy capacity for two interesting cases. The fi

deeply related to the knowledge of the state parameter bye, stated in Theorem 11, considers the discrete chanttel wi

both encoder and decoder. This knowledge is "strictly dausanti-causal state information, and the second one, stated i

(resp. "causal") when at a given instant {1,...,n} of the Theorem 16, considers the Gaussian channel with non-causal

transmission block, the encoder only observes the pagi.(restate information. Remarkably, in both situations the eegr

the past and the current) states of the channel. This know&pacity is shown to be equal to the capacity of the same

edge is "non-causal" when both encoder and decoder obsarlvannel without eavesdropper. We show that the knowledge

the sequence of states that corresponds to the transmissibthe sequence of states allow the encoder and the decoder
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with state information is strongly related to the length toé t

sequence of channel states observed by the encodad the
s? decoderD.
. . e Strictly causal case.At instantt € {1,...,n} of the
m c LS /-[\ y D m transmission block, encodef observes the sequence
Y

Z’I’L

Fig. 1.  Wiretap channefl(y,z|x,s) with non-causal state information
s® € 8™ drawn according to the i.i.d. probability distributioBs € A(S)
and available at both encodérand decodefD but not at the eavesdropper.
EncoderC represents the messagec M by a sequence of inpuig®* € X",
DecoderD observes a sequence of outpyts € Y™ and reconstructs the
messageh € M. The eavesdroppe€ observes a sequence of outputs
z" € Z™ and tries to decode the messagec M sent by encode€.

of past statess!™! = (s1,...,5,1) € S'~!, whereas
decoderD observes the sequence of the statés=

(s1,...,8,) € 8™ that corresponds to the transmission
block.
Causal caseAt instantt € {1,...,n} of the transmis-

sion block, encodef observes the sequence of past and
current states? = (sq,...,s;) € St, whereas decodép
observes the sequence of the statés= (s1,...,s,) €

S™ that corresponds to the transmission block.
Non-causal caseAt the first instant of the transmission
block, both encode€ and decodefD observe the se-
guence of states® = (s1,...,s,) € S" that corresponds
to the transmission block (see Figure 1 and Definition 3).

The secrecy capacity is not available in the literature for
to secure all the information that can be transmitted rgjiabneither the strictly causal, nor the causal, nor the nors@lau
Ultimately, we prove that the secrecy capacity with antiszl case. In this article, we introduce the concept of anti-ahus
state information is larger (and sometimes strictly laygean and infinite state information and we characterize the sgcre

the secrecy capacity with non-causal state information.

capacity for two interesting cases (Theorems 11 and 16). The

Section I presents the channel model under investigatit@sults presented in this article provide a better undedsta
and the concepts of strictly causal, causal, non-caustt, aef the fundamental problems that arise in secure communica-
causal and infinite knowledge of the state information. TH®n with channel state information.

results for the discrete case are stated in Section Il wiere o
first contribution (Theorem 11) is devoted to the case of-anti
causal state information. The results for the Gaussian a@se
stated in Section IV where the second contribution (Theorem
16) is devoted to the case of non-causal state information.
Section V contains the proof of the Theorem 11 and Section
VI concludes the article. .

Il. PRELIMINARIES

Anti-causal case.At the first instant of the transmission
block, both encode€ and decodefD observe the se-
quence of states"* = (sy,...,5n,...,804%) € S"TF
whose lengthn + k£ € N is arbitrarily larger than the
lengthn € N of the transmission block (see Figure 2 and
Definition 1).

Infinite case. At the first instant of the transmission
block, both encodef and decodeD observe the infinite
sequence of states™ = (S1,...,8n,--«,Snik,---) €
S,

The problems under investigation are depicted in FigureshcoderC uses the sequence of input symbafs € X"
and 2. We denote byn, s*, x", y*, z", andm the random ang the knowledge of the appropriate sequence of states

variables of the message € M, the sequences of stateS(St—

n

s" = (81,...,8,) € 8", of channel inputsz™ € X", of

1 st 5™, s"tF s) in order to transmit the messages
m € M to decoderD. The pair of sequences of channel

legitimate channel outputg® € Y™, of eavesdropper. Cha”ne|outputs(y", 2"} € Y™ x 2" is drawn according to the discrete
outputsz™ € Z" and of the messagé € M obtained as and memoryless transition probability defined by equatign (

output by the decoder. The notatidx(X’) stands for the set
of the probability distributionsP(x) over the sett¥ and S
stands for the set of infinite sequencés € S of channel

1®n(yn7zn|xn’sn) = Hj(ytvzt|xtast)' (1)

t=1

probability T: X' x S — A(Y x Z). The statistics of the gpserves the sequence of outptitse 2 and tries to decode

transition probabilityT and the probability distributiofP; are
known by both encodef and decodeD.

the messagen € M sent by encodef.

The information messaga € M is supposed to be drawnDefinition 1 An anti-causal code € AC(n, k, M) is a pair

according to the uniform probability distribution ovev1.
EncoderC aims at transmitting the realization of the message
m € M to decoderD using a transmission block of € N
input symbolsz™ € X™. The states € S of the channel is

of functions(f, g) defined by equations (2) and (3).

f: MxS"tF— xm, 2)
g: YV xStk M. ()

drawn according to the i.i.d. probability distributidd, and We denote byAC(n, k, M) the set of anti-causal codes for
it's observation by both encodér and decode should be which the parameters € N, k£ € N and the cardinalityM =
defined carefully. Indeed, the capacity of the wiretap cleani M| € N are fixed.
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Remark 2 Inspired from control theory, the notion of anti-the expected information leakage rafe | £.(c)| are defined

causal state information corresponds to the situationritest _
by Figure 2, where the length + k£ € N of the sequence of by equat|0n_s (8) and (9) wheree AC(n, k, M) denote the
random variable of the code.

state information is arbitrarily larger than the lengtle N of
the transmission block. R

B[P0 = Eecactunan e =cPm £ mic=0), @
Non-causal codes are defined similarly to anti-causal code,
where the set of sequencé&** is replaced by the set of E, {L‘e(c)} _

) I(m;z"|c=c)
sequences™.

> e T(C=c)=—7—.  (9)

The aim of our study is to prove the existence of an anti-

Definition 3 A non-causal code € NC(n, M) is a pair of .5sal code: € AC(n, k, M) (resp. a non-causal codee

functions(f,g) defined by equations (4) and (5). NC(n, M)) with the maximal information raté—og;M under
fi MxS"— x", (4) the constraint that the error probabiliB(rh # m| ¢ ) and the

: : (mz"] c) -
g: V'xS" — M. (5) information leakage ratén— are arbitrarily small.
We denote by/C(n, M) the set of non-causal codes for whictDefinition 6 A rate R is anti-causally achievable (resp. non-
the parameter € N and the cardinalityM = [M| € N are  causally achievable), if for alk > 0, there exists some pa-
fixed. rametersn € N, k € N, M € N and a codec € AC(n, k, M)

. . resp. there exists some parameterss N, M € N and a
Each anti-causal or non-causal code induces an error pro e € NC(n, M)) such that:

bility and a leakage rate stated formally in Definition 4. We

denote byrh = g(y",s") the random variable of the message logy M > R—e (10)
obtained as output of the decoding function. n - ’

Pe(c) < &, (11)
Definition 4 For each anti-causal code € AC(n,k, M) Lo(c) < e (12)

(resp. non-causal code € NC(n, M)), the error probability _
P.(c) and the information leakage raté. (c) are defined by The anti-causal secrecy capactly. (resp. non-causal secrecy

equations (6) and (7). capacity Cnc) of the wiretap channel with state information
A available at both encoder and decoder is defined as the
Pe(c) = Pm#m[c), (6)  supremum of the anti-causally (resp. non-causally) actbéy
I(m;Z"| ¢ ratesR.
L= 1mZIC) @

Remark 7 For the case of anti-causal state information, both
the lengthn € N of the transmission block and the lendike

N of the additional sequence of states can be made arbitrarily
large.

anrk

m " " The anti-causal secrecy capadlly. (resp. non-causal secrecy
C X C‘D y D capacityCy.) characterizes the maximal amount of informa-
tion that can be transmitted reliably using anti-causalesod
(resp. non-causal codes) while keeping it secret from the
z" < eavesdropper.

3

IlIl. DISCRETECHANNEL

Fig. 2.  Wiretap channell(y, z|x,s) with anti-causal state information In thls section, we pr.esent tW(.) Interes.tmg res_ults regaydi
stk ¢ §ntk available at both encode? and decoderD but not at the the wiretap channel with state information available athbot
eavesdropper. The length+ k € N of the sequence of states is arbitrarilyencoder and decoder. Theorem 8 presents the lower bound
I(;cggse;ltrgggethe lengti € N of the sequence of states observed in the notsn the secrecy capacitgznc for the non-causal case stated

' by Chen and Vinck in [5]. The first contribution, stated in

To make the proof of Theorem 11 easier to understand, \ér?georem 11, is the characterization of the secrecy capacity
o]

. . for the case of anti-causal state information.
formally define the notion of random code for the case of®

anti-causal state information. )
Theorem 8 (Chen and Vinck [5]) The non-causal secrecy

capacity C,c of the wiretap channel with state information
available at both encoder and decoder satisfies equatioh (13
probability distribution over the set of anti-causal codes

AC(n, k, M). The expected error probabiliti. [Pe(c)] and Cro 2 P%?x)lis) [I(u;y, ) — max [I(u;s),](u;z)”. (13)

Definition 5 A random coder € A( . AC(n,k,M) ) is a
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Remark 9 The authors of [5] investigate a slightly differentThe proof of Theorem 11 is provided in section V. The
model where the state information is non-causally avaglabl achievability part relies on a one-time pad argument where
the encoder but not at the decoder. However, their result dfwie sequence of future state$ ¢ S* is treated as a secret
be adapted to the model depicted in Figure 1 by considerikgy shared by both encoder and decoder. The converse follows
the channel output of the legitimate receiugt,s) instead by considering the state informatieras a part of the channel
of y. Theorem 8 is also a consequence of the result of [@ltput.
when considering equal state information at both encodér an
decoder. A detailed proof of Theorem 8 can be found in [6]
when considering a channel with only one legitimate decoder

In this section we present the second contribution of our
Remark 10 The achievability bound stated in [8] for thework which is based on Theorem 8. Theorem 16 states that

causal state information is larger than the acheivabilayril the presence of the eavesdropper does not affect the secrecy
stated in equation (13) of Theorem 8. However, we show figpacity of the Gaussian wiretap channel with non-cauat st
Section IV that the rate provided by Theorem 8 achieves thHormation. Even if the eavesdropper has a better observat

secrecy capacity in the Gaussian case. A converse resultft#n the legitimate receiver, the encoder and the decoeer ar
the non-causal secrecy Capacity is also stated in [8] able to secure all the information that can be transmitted

reliably.
Theorem 11 characterizes the secrecy capacity of the \pireta
channel with anti-causal state information depicted inuFég

IV. GAUSSIAN CHANNEL

2. s
Theorem 11 (First Contribution) Suppose thati(s) > 0, AN ~ Y D m
the anti-causal secrecy capaci,. of the wiretap channel N
with state information available at both encoder and decode Wy
is given by equation (14). W
m X 8 z
Cac = max I(X; y|S) (14) C VARV &
P(xls)

R k 12 Th . | L | Fig. 3. Gaussian wiretap channel with state informatioavailable non-
emar e anti-causal secrecy capacity Is equal to trE%usally at both encoder and decoder but not at the eavgmirdhe random

capacity of the channel without eavesdropper. The additiovariables of the noise; andw. and the stats are Gaussian random variable
sequence of states” € S* can be interpreted as a secrefith zero mean and varianc¥y, N> andQ.
key shared by the encoder and the decoder. If the length

k € Nis sufficiently high, the amount of randomness provided | ¢t s consider the Gaussian wiretap channel with additive

by the secret keys" € S" is large enough so that thegiate and noise depicted in Figure 3. The signals received by

encoder and the decoder can secure all the transmitted i |egitimate receiver and by the eavesdropper are defined b
mation. The capacity result we derive in Theorem 11 is sti}},o equations (15) and (16)

valid when considering the case of infinite state infornratio
§%° = (81,380, Sn+k,--.) € S because the amount y = X+S+wy, (15)
of randomness is infinite. Z = X4S+W, (16)

Remark 13 Comparing the result of Theorem 11 with thevhere the random variables;, w, ands are Gaussian with
outer bound provided in [8], we conclude that the anti-chus@ean 0 and variance equal 29, N> and Q.
secrecy capacity is large€,c > Cnc than the non-causal

secrecy capacity and in some cases the inequality is strict. Wi~ N0, M), (17)
Wy  ~ N(Oa N2)7 (18)
Remark 14 The first difference with the problem investigated s ~ N(0,Q). (29)

in [10] is that the ratek - H(s) of the shared key* ¢ S*

can be made arbitrarily large by choosing a large parame

k € N. Thus the encoder and the decoder are able to secure all

the information that can be transmitted reliably. The secon ]E{XQ] <P (20)

difference with the model presented in [10] is that the secre

shared key does not influence the statistics of the channelBased on the result stated in Theorem 8 we characterize the
secrecy capacity of the Gaussian wiretap channel with non-

Remark 15 If H(s) = 0, the anti-causal secrecy capacityausal state information available at both encoder anddieco

reduces to the one characterized in [3] for the wiretap chlann
without states. Hence, the anti-causal secrecy capacityTiseorem 16 (Second Contribution) Suppose thatd (s) >
discontinuous betweeH (s) = 0 and H(s) > 0. 0, the non-causal secrecy capadiy. of the Gaussian wiretap

fdje channel inpuk must satisfy the power constraint (20).
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channel with state information available at both encoded ar
decoder is given by equation (21).

35

— (u;y,s) - I(u;s) ]
— |(U;y,s) - I(U;2)
I(u;y,s) = max( 1(u;s), I(u;z))
106y) = 1(x;2)
c Ixyi9) = Slog (14 2). (21 .
nc — max X;Y S) = = og - | . a
P 2 N, 25} ;

wonn
w NS

wZ »—\Z'O el

Remark 17 The anti-causal secrecy capacity and the no
causal secrecy capacity are equal for the Gaussian chan
Even if the varianc&) > 0 of the random variable is small,

Mutual Information

the parametery € R can be chosen appropriately such the 1
the termI(u;y,s) — I(u;z) in equation (13) of Theorem 8 is
arbitrarily large and thu€,. satisfies equation (21). 05t v
95 “10 s 0 5 10 15
The proof of the Theorem 16 is presented in Section IV-B ar Parameter a 0 J-u,+or|

consists in evaluating the equation (13) of Theorem 8 with ti

auxiliary random variable
Fig. 4. The achievable rate characterized by Chen and VisEtkduals the
capacityCnc = maxpyjs) I(X;y|s) of the channel without eavesdropper for
all o €] — 00, a1] U [az, +oof.

u=x+a-s ~ N(0,P+a%Q), (22)

and a €] — oo, +0o[. The knowledge of the sequeneé €

S™ of state information allows the encoder to transmit thequations.
maximal rate of information to the legitimate decoder while

keeping it secret from the decoder.

Cnhe > max [I(u;y,s) — max <I(U;S), I(u; Z))] (23)
Puxs) |
A. Numerical result =  max |I(u;y|s) — max (O,I(u;z) _ I(u;s)ﬂ
P(uxs) |
: o . : (24)
We provide a numerical illustration of the result stated in -
Theorem 16. Figure 4 represents four information rates in = max |h(y,S) —h(y,u,s) — h(s) + h(u,s) (25)
terms of parameten €] — 15,15[. We can see that the rate Pluxis) &
I(u;y,s) — I(u; s) provided by Gel'fand Pinsker’s coding [4] _  max (07 h(z) — h(u,z) — h(s) + h(u,s))} (26)
is constant whereas the raf¢u;y,s) — I(u;z) provided by
Wyner’s coding [2] corresponds to the opposite curve of the _ Lo '10 ((P + N1)QPQ)  max (0
one described by Costa in [11]. The parametersand as 2 aeR | PQN1Q ’
given by equations (34), (35) and correspond to the values fo (P+Q+ No)PQ
which the mutual informatior (u;s) and I(u;z) are equal. log ((PQ(l — a2+ No(P + aQQ))Q) )]
For the whole range of parametersc] — oo, o] U [a2, +00], 27)
the secure rate provided by Theorem 8 is equal to the channel 1 P 1
capacityCnc = maxpxs) 1 (X; Y[S). = 3 log (1 + F) — 5 max {0,
1 acR

(P +Q+ NQ)P
o2 (PQ(I — a2+ Ny(P+ a?@)) }
(28)

B. Proof of Theorem 16

In order to prove Theorem 16, we evaluate the achievable
rate stated in Theorem 8 for the Gaussian case with the randd®y hypothesis, we have thdf(s) > 0 which is equivalent
variableu defined by equation (22). This leads to the followingo the fact that the varianc€ > 0. The sign of the term
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I(u;z) — I(u;s) is characterized by the following equations.Random coding scheme.We define the random code

0 >1I(u;z) —1I(u;9) (29)
(P+Q+ No)P
= Ozﬂ%(PQﬂ—aP+NﬂP+¢Q)
(P4+Q+ Ny)P
= 1 2 PQU e L NP+ a2Q) (1)
— 0 <a’Q(P+ Ny)—2aPQ— P? (32)
= a €]—o00,a1]U][agz,+oo[. (33)

where«; anday are defined by equations (34) and (35).
_ PQ@-VQ(P+Q+Ny))
B Q(P + N2) ’ 34
PR+ QP +Q+N,))
Q(P + N2) . (39)

Any choice of the parameter such thata €] — oo, 1] U
[z, +00[ makes the tern?(u;z) — I(u;s) non-positive and

Q2

so the rate given by equation (21) is equal to the channel

capacityCne = maxp(yjs) I(X;y[s). This conclude the proof
of Theorem 16.

V. PROOF OFTHEOREM11
A. Achievability

For eache > 0, the notion of random code (see Definition

5) allow us to prove the existence of parameters N, k& € N
and M € N and a code: € AC(n, k, M) which satisfy the
following conditions:

logy M

n

= Cgy — 5e, Pe(c) < Te, Le(c) < Te.
(36)

Coding parameters.Let P*(x|s) : S — A(X) the transition

probability which attains the maximum in equation (14). Fix

¢ > 0 and choose two auxiliary parametérs- 0 andy € Q
positive, which satisfy the following equation:

I(x;y|s) — 6e —yH(S)| < & —~E. (37)

Remark 18 The hypothesigZ(s) > 0 insures the existence
of the parameters € Q andé > 0.

Parameters: € N, k € N and M € N are defined in the
following manner.
e n € N is larger thamn; € N et ny € N defined by the
equations (43) and (44) in terms of the parameter 0.
e k € Nis larger thank; € N, k; € Nandks € N

defined by the equations (43), (67) and (90) in term (ﬂe

the parametef > 0.
e n € N andk € N satisfy the equatiory = %

e M € N is equal to2"(¥19-5¢) which is supposed to
be an integer.

Remark 19 Substitutingy = % the equation (37) is equiva-
lent to the pair of equations (38) and (39).

n(I(x;y|s) - 75) < k(H(s) - 5), (38)
k(H(s) + 5) < n(I(x;y|s) — 55). (39)

e Random

€ A(AC(n,k,M)) using a random codebook, an

> (30) encoding and a decoding function.

codebook (X"(m))mem: The sequence
of statess"t* ¢ S"** is divided into two parts
s" € 8" and s* € S*. For each sequence of states
s" € 8", we generate a random codebook consisting of
M = 2" (yIs)=52) sequences”(m) € X™ indexed by
m € M and drawn according to the product probability
distributionP*(x™|s") = []:_; P*(x;|s;) set forth above.
Then, each typical sequence of statése Ax(S) for
the parametef > 0, is indexed byi € {1,...,1} =7
with I = |A%*(S)|. For each codebook realization, we
define the encoding and decoding functions as follows.

Encoder observes the realizations of the message
m € M and the sequence of statest* ¢ S"*k, |t
generates the auxiliary messageé = m ©i € M by
performing the addition moduld{ between index € 7

of the sequence of stata§ ¢ S* and indexm € M

of the message. The encoder sends through the channel,
the inputs sequence™(m’) € X™ that corresponds to
the messager’ € M and the sequence€’ € .

Decoder observes the realizations of the sequence
of outputs y» € Y" and of the sequence of
states s"t* ¢ S"t*. Decoder finds the auxiliary
messagerin’” € M for which the sequence of inputs
(') € A" (s™, y™) is jointly typical for the parameter

e > 0 with the sequences of state and outpsit, y™).
The decoder obtains the original messaggjec M by
performing the substractiof = m/' ©i = ' @& (M — 1)
modulo-M between the index of the auxiliary message
m’ € M and the index € Z of the sequence of states
sk(i) e S*.

An error is declared if s* ¢ A(S) or if
(z™(m), s, y") & AF(X x S x Y).

Remark 20 The sequence of state$ € S* is considered,

ecoder. Equations (38) and (39) guarantee that the &ets

and M have almost the same cardinality. Hence the sequence

of statess” € S* induces a random indexdistributed almost

uniformly over M. As a consequence, the transmitted message

m’ =m@i is almost statistically independent of the original
messagen.

Expected error probability. First, we provide an upper bound
over the expected error probability for the random cede

A (AC(n, k, M)) knowing that the realization of the message

re above, as a secret key shared by the encoder and the
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1
2 ism=1. typical Lemma" (see [12], page 29), there existaac N
3 such that for alln > ny, we have the following property:
4 E. [P(m #mim = 1)}
5 logy M
= I(x; — <e.
6 = Z r(c=c)P(m # mim = 1,c = ¢).(40) T yls) = b = Ee [P(EE’)} =€ (44)
7 c€AC(n,k,M) .
8 The expected error probability of the random codee
, ) i .
9 Let us.denote byn’ = 1@ ¢ and define the following error A(AC(n,k,M)) is upper bounded by:
10 events:
g o E; = qs" ¢ A™(S) p the sequence of state§ € S
14 =5k *k ki
15 * B st ¢ A (8)} the sequence of state$ & 5* is Second,we provide an upper bound over the expected er-
16 not &-typical. ror probability. Since the codebook is drawn randomly, the
n o n . expected error probability does not depend on the realized
17 e B3 = qa"(m') ¢ AT"(X|s )} the sequence of input messagen € M. We obtain the following equation:
18 symbolsz™(m') € X™ is not jointly e-typical with the
19 A
20 sequence of stateg’ € S™. > rc=oPMm#mm=1,c=c)
ceAC(n,k,M)
Ey = " A "(m'),s") » the sequence of
21 s b yr ¢ AT Olen(m), s )} Seque = Y re=oPm#Mmm=mc=c), ¥VmeM,
22 output symbolg,™ € Y™ is not jointly e-typical with the cEAC(n ik, M)
23 sequences of input symbols and stafe8(m’),s") € (46)
i‘j; X" x Sn. — E {P(m # mjm = 1)]
26 o Fs =<3dm #m € M, a2"(m) € A(X|y",s™) )
27 there exists a sequence of symbal§(im) € A™ = B {P(m;ﬁm|m:m)]7 vmeM.(@47)
28 corresponding to a message € M which is different
29 from the message sent/ € M and the sequence Consequently, the expected error probability can be witte
30 " (m) € X" is jointly e-typical with the sequences of
g; output symbols and statég”, s”) € Y™ x S™. E. {Pe(c)} (48)
33 Let us denote byE; the random variable of the evedt; > > re=aP(m=m)P(m s mm=m,c=c)
34 o S cEAC(n,k, M),
35 with i € {1,2,3,4,5}. The expected error probability is upper mem
36 bounded using Boole’s inequality: (49)
37 - = Z P(m=m)E. {P(m # mjm = m)} (50)
38 E.|P(m #mim= 1)] meM
39 : = E. {P(m # mjm = 1)] P(m =m) (51)
40 < E. P(El UEs UE3SUEL U E5):| (41) memM
41 L
4 = E. {P(m #|m = 1)] (52)
< P(E1)+P(E2) +E.|P(E
a2 < P(E)+ P(E:) + B PED) . o
44 I
45 + Ee P(E‘*)} +Ee [P(EL”)} (42) We prove the expected error probability of random cede
46 i :
47 Random event&; andE; are independents of the realizatioré AC("’k’M)) is lower thanbe.
jg of the random code: € A{ AC(n,k,M) |. The properties
50 of e-typical sequences (see [12], property (33) page 26 and E. {7’6(0)} < Be. (54)
51 the "Conditional Typicality Lemma" page 27) imply that ther
52 existsn, € N andk, € N such that for alh > ny andk > k1 |nformation rate. For all codesc € AC(n, k, M) belonging
we have:
gi to the support of random code € A AC(n,k,M)), the
55 max (73(E1),73(E2),IEC |:73(E3):| ,E. {P(E@D <e. (43) information rate is given by the equation (55).
56
57 1ogM o .
58 The random code: e A(AC(n, k,M) | allows to bound n = Cee O (55)
59

Expected information leakage rate Equations (38), (39) and

60 the expected error probabilifg. [P(Ef’) - From the "jointly Lemma 21 allow us to obtain a bound on the expected rate of
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equivocationk,. {ﬁe(c)} < 2.

E. {I(m;z”| c)] < E. {I(m; m’| c)] (56)
= I(mm’) (57)
= H(m')— H(m'|m) (58)
< logM — H(m&i|m) (59)

n(I(xyls) — 5e) — H(ijm)
H(maili,m)+ H(iim,ma&i) (60)

= n(l(xyls) — 5¢) — H(i|m)

+ H(iimmai) (61)
= n(I(xyls) — 5e) — H(i|m) (62)
= nlI(yl9) - 52) — H() (63)
< n(I(%yls) — 5e) — k(H(s) — €) (64)
< n(I(xy|s) — 5e)

- n((xyls) —7¢) (65)
< n2e. (66)

e Inequality (56) follows from the fact that for each code

c € AC(n,k, M), the Markov chairm —m’ — 2" is satisfied.
Indeed, the sequence of channel outmitsdepends orm
only throughm’. The conditional probability can be written
P(z"m,m') = P(z"|m') for all m € M, m' € M,
z" € Z™ and this for any code € AC(n,k, M). From the
data processing inequality (see [12], page 24), the indgua
I(m;zZ"| c=c¢) < I(m;m’| c = ¢ ) is valid for all codes
¢ € AC(n,k, M) and this proves the inequality (56).

e Inequality (57) is due to the fact that the probability

distributionP(m, m’) € M x M of the messagem etm’ is
independent of the codee AC(n, k, M) choused at random.
e Inequality (59) is due to the fact that the additien is
performed moduloM and then the message’ = m & i
belongs to the seM of cardinality M.

e Equality (61) is due to the fact that ®i is a deterministic
function ofi andm, then H(m & ili,m) = 0.

e Equality (62) is due to the condition (39) and to the
properties of the set of-typical sequences presented in [12]

by the property 2 page 26. Indeed, there exists N such
that for all & > ko:

|AZE(S)| < 2KHETE), (67)

Equations (39) and (67) allow us to obtain the following

equation:

I = |Agk(8)| < 2k(H(S)+§) < 2n(I(X;y|S)—56) - M. (68)

Becausel < M, the realizationsn € M andm & i € M
allow us to characterize a unique € Z Cc M. As a
consequencé (iim,m @ i) = 0.

e Equality (63) is due to the fact that the indéxand the
messagen are drawn independently.

e Inequality (64) is due to the Lemma 21.

e Inequality (65) is due to the condition (38).

Lemme 21 For all &, there existsks € N such that for all
k > ks:

H(i) > k(H

(s) — ). (69)
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Remark 22 The Lemma 21 guarantee that the secret ikey

7 shared by the encoder and the decoder has a rate closed to
k- H(s) and hence closed to the anti-causal secrecy capacity
Cac.

The proof of Theorem 11 is outlined in Section V-C.

Existence of a codeThe random code € A( AC(n,k, M)
we defined here above, satisfies the following three conitio
1) Every code: € AC(n, k, M) belonging to the support of

re A<AC(n, k, M)) have a rate equal to

e M _ . —5e (70)
n
2) The expected error probability is bounded by
E.|P.(c)| < 5e. (71)

2) The expected information leakage rate is bounded by

E.|L.(c)| < 2. (72)

I'I'he bounds on the expected error probability and the exgecte
information leakage rate imply:

B [P.(0)] + | £.00) <7
73)

= B[P0 + £.00) <7e
(74)

= Secscmun =[P+ L] <7
(75)

— MiNce AC(n,k, M) |:Pe(0) + Ee(c)} <Te
(76)

3 € AC(n b, M), Pu(c”) + Lo(c™) < Te.
77)

This demonstrates that there exists a cotde AC(n, k, M)
in the support ofr € A AC(n,k,M)2 such that the error

probability and the information leal
below 7e.

age rate are bounded

Te, (78)
Te. (79)

IN N

To conclude, we showed the existence of a code

c* € AC(n,k, M) whose rate is equal t#2 = C,¢ — 5e,
the probability of error is bounded bp.(c¢*) < 7¢ and the
information leakage rate is bounded By(c*) < Te.
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B. Converse

introduce the concept of anti-causal state informationthe

The converse of Theorem 11 is obtained from the conver§89th of the sequence of states available at both encoder an
result of the point to point channel coding result [13], [12 ecoder is arbitrarily larger than the length of the trarssioin

considering the paify™,s") as the channel output instead o lock. We characterize the secrecy capacity for the discret
y". channel with anti-causal state information and for the Giauns

channel with non-causal state information. These two caises

C. Proof of Lemma 21
The random variabl& is defined by equation (80).
g_Josi skt e AFk(S)
© | 1sisk ¢ AF(S). a
The following equalities are due to the definition of entropy 2
H(s",E) = H(E) + H(s"|E)
(3]
= H(s") + H(E|S") = H() (81)
= H(*|E=0)P(E=0) 4]
= H(s") — H(E) — H(S*|E = 1)P(E = 1).(82)

(80)

Let us denote byH,(d) the entropy of the binary random (51
variable {0,1} drawn according to the probabiliti€s, 1 —  [g]
d) with parameters € [0,1]. The random variablé € 7 is
defined as the index of the sequence of statég € A (S)
that belong to the set of-typical sequences Its probability
distribution is given by the following equation:

Pli=1i) = P =s"{)E=0)
P(s¥ = s*(i),E =0)
P(E =0) (o

The entropy of this random variable satisfies the foIIowinH
equations: 0l

(7]

83) [

(84)

H(G{) = H(E=0) (85) [11]
> H(IE=0)P(E =0) (86) [12]
= H()-HE)-HESE=1)PE=1) (87) "
> kH(S)— Hy(P(E=1))—P(E =1klog|S| (88) 3]
> k(H(S) - <w +P(E= 1)log|8|>>.

(89)

From the properties of-typical sequences (see [12], property
3 page 26), for alk, there exists &3 € N such that for all
k > ks we have:
Hy,(P(E=1))
k

We showed that for alf, there exists &3 € N such that for
all k > ks we have:

H(i) = k(H(s) — &)

+PE=1)log|S] < & (90)

(91)

This concludes the proof of Lemma 21.

VI. CONCLUSION

This article is devoted to the problem of secure communi-
cation over a wiretap channel with state information avdda
at both encoder and decoder but not at the eavesdropper. The
secrecy capacity for such a channel is not available yeten th
literature for neither the causal, nor the non-causal cé&e.

of particular interest because we show that the encodertend t
decoder can use the state information in order to securkeaall t
information that can be transmitted reliably.

REFERENCES

C. E. Shannon, “Communication theory of secrecy systeBall System
Technical Journalvol. 28, pp. 656—715, 1949.

A. D. Wyner, “The wire-tap channel,"The Bell System Technical
Journal vol. 54, no. 8, pp. 1355-1387, 1975.

I. Csiszar and J. Korner, “Broadcast channels with camftdl mes-
sages,” [IEEE Transactions on Information Theoryol. 24, no. 3,
pp. 339-348, 1978.

S. I. Gelfand and M. S. Pinsker, “Coding for channel widindom
parameters,’Problems of Control and Inform. Thegryol. 9, no. 1,
pp. 19-31, 1980.

Y. Chen and H. Vinck, “Wiretap channel with side inforriwat,” IEEE
Transactions on Information Theqryol. 54, no. 1, pp. 395-402, 2008.
M. LeTreust, A. Zaidi, and S. Lasaulce, “An achievabl¢ereegion for
the broadcast wiretap channel with asymmetric side inftiond IEEE
Proc. of the 49th Allerton conference, Monticello, lllispR011.

W. Liu and B. Chen, “Wiretap channel with two-sided chehmstate
information,” Signals, Systems and Computers, 2007. ACSSC 2007.
Conference Record of the Forty-First Asilomar Conferenoepp. 893—
897, 2007.

Y. K. Chia and A. E. Gamal, “Wiretap channel with causahtst
information,” IEEE Transactions on Information Thegmyol. 58, no. 5,
pp. 2838-2849, 2012.

H. Yamamoto, “Rate-distortion theory for the shannophar system,”
IEEE Transactions on Information Theomwyol. 43, no. 3, pp. 827-835,
1997.

W. Kang and N. Liu, “Wiretap channel with shared key,"Rmnoc. IEEE
Int. Symp. Information Theory (ISIT'10%ep. 2010.

M. H. M. Costa, “Writing on dirty paper,”IEEE Transactions on
Information Theoryvol. 29, pp. 439-441, 1983.

A. E. Gamal and Y.-H. KimNetwork Information TheoryCambridge
University Press, 2011.

C. E. Shannon, “A mathematical theory of communicati@ell System
Technical Journalvol. 27, pp. 379-423, 1948.



©CoO~NOUTA,WNPE

Page 10 of 30

1

Full Secrecy for the Wiretap Channel with
State Information Available at Both Encoder

and Decoder

Maél Le Treust and Abdellatif Zaidi
Laboratoire d’Informatique Gaspard Monge
Université Paris-Est Marne La Vallée, 77454, Marne La \&@al&edex 2, France

Email: {mael.letreust,abdellatif.zaidi}@univ-mlv.fr

Abstract

We investigate the problem of secure communication overratap channel with state information
available at both encoder and decoder. In this framewogks#trecy capacity is strongly related to the
knowledge, by both encoder and decoder, of the past, themuand the future channel states. The
secrecy capacity has not been characterized yet, for neithesal, nor non-causal state information. Our
results provide a better understanding of the fundamemtddi@ms that arise in secure communication
with state information and establish a connection with tletap channel with shared key. We introduce
the concept of anti-causal state information i.e. the leraftthe sequence of states available at both
encoder and decoder is arbitrarily larger than the lengttheftransmission block. The analysis reveals
that the state information can be utilized as a secret keyigtshared among the encoder and the decoder.
We establish the secrecy capacity for two interesting caBes first is the discrete channel with anti-
causal state information and the second is the Gaussiamehaith non-causal state information. For
both cases, our results show that the encoder and the decaderse the channel state information in

order to secure all the information that can be transmitédidivly.

Index Terms

Physical layer security, Shannon theory, wiretap charstate information, secrecy capacity.

. INTRODUCTION

The problem of secure communication is modeled by the wireteannel in which an encoder sends

information to a decoder, while keeping it secret from theesdropper. In [1], Shannon shows that

July 30, 2012 DRAFT
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secure communication is possible when a secret key is alaikt both encoder and decoder, but not
at the eavesdropper. Wyner [2] investigates the problemegratled wiretap channel and exploits the
statistics of the channel in order to secure informatioristzs and Korner [3] extended the result of

Wyner [2] to the case of general wiretap channel where thiéinegte decoder and the eavesdropper have
also to decode a common message.

We investigate the problem of secure communication overratap channel with state information
available at both encoder and decoder [4] but not at the demgger. The communication possibilities
for a channel with states are deeply related to the knowledgbe state parameter by both encoder
and decoder. This knowledge is "strictly causal" (respused’) when at a given instante {1,...,n}
of the transmission block, the encoder only observes the (pesp. the past and the current) states of
the channel. This knowledge is "non-causal" when both emcadd decoder observe the sequence of
states that corresponds to the transmission block. Figuspiesents the channel with non-causal state
information. This knowledge is "anti-causal" (resp. "it#) when both encoder and decoder observe
a sequence of states that is arbitrarily larger than thesmnéssion block (resp. that is infinite). Figure
2 represents the channel with anti-causal state informatio [5], Chen and Vinck establish a lower
bound on the secrecy capacity for the wiretap channel wate shformation non-causally available at
the encoder. This result is obtained using a combinatiom®fGel'fand and Pinsker coding [4] and the
Wyner coding [2] and it extends easily to the broadcast arathannel with state information [6]. The
authors of [7] strengthen the result of Chen and Vinck [5] anovide a lower bound on the secrecy
capacity when distinct channel state information are rewnsally available at encoder and decoder.

Subsequently, the article of Chia and El Gamal [8] introduaepromising perspective for the study
of the wiretap channel with state information at both encaaied decoder. Considering the channel
state information as a secret key shared by the encoder atwtlele enhances secure communication
significantly. The two main results presented in [8] are lsuon the secrecy capacity. The first result is
a lower bound for the case of causal state information wtsacstrictly larger than the lower bound for
the non-causal case stated in [5]. The second result is aer iggund for the case of non-causal state
information. An important contribution of [8] is to connettie literature devoted to the wiretap channel
with state information and the literature devoted to theet@p channel with secret shared key. In fact, the
secrecy capacity when considering a secret shared key raathazed in [9] for the less noisy wiretap
channel and in [10] for the general wiretap channel.

The secrecy capacity for the general wiretap channel wite shformation available at both encoder

and decoder is not available yet in the literature for neithe strictly causal, nor the causal, nor the non-

July 30, 2012 DRAFT
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causal case. In this article, we introduce the concept défcantsal state information and we characterize
the secrecy capacity for two interesting cases. The first staged in Theorem 11, considers the discrete
channel with anti-causal state information, and the secoms] stated in Theorem 16, considers the
Gaussian channel with non-causal state information. Riaabdy, in both situations the secrecy capacity is

shown to be equal to the capacity of the same channel witremgiselropper. We show that the knowledge

®)
s*

m _JelX (H—YIp

3

Zn

Fig. 1. Wiretap channeTi(y, z|x,s) with non-causal state informations” € S™ drawn according to the i.i.d. probability
distribution Ps € A(S) and available at both encodérand decodef but not at the eavesdropper. Encoderepresents the
messagen € M by a sequence of inputs’ € X". DecoderD observes a sequence of outpyfse Y™ and reconstructs the
messageh € M. The eavesdroppef observes a sequence of outpatse Z" and tries to decode the messages M sent

by encoderC.

of the sequence of states allow the encoder and the decoderctoe all the information that can be
transmitted reliably. Ultimately, we prove that the segreapacity with anti-causal state information is
larger (and sometimes strictly larger) than the secrecyaafpwith non-causal state information.
Section Il presents the channel model under investigatimhthe concepts of strictly causal, causal,
non-causal, anti-causal and infinite knowledge of the stdtgmation. The results for the discrete case
are stated in Section Il where the first contribution (Thesorll) is devoted to the case of anti-causal
state information. The results for the Gaussian case aegdstaSection IV where the second contribution
(Theorem 16) is devoted to the case of non-causal statemiatton. Section V contains the proof of the

Theorem 11 and Section VI concludes the article.

[I. PRELIMINARIES

The problems under investigation are depicted in Figuregdl?aWe denote by, s*, X", y"*, Z*, andrm

the random variables of the message= M, the sequences of stat€s= (si,...,s,) € S", of channel

July 30, 2012 DRAFT
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inputs 2™ € X", of legitimate channel outputg® € V", of eavesdropper channel outputs € Z™ and
of the messagé: € M obtained as output by the decoder. The notatigit’) stands for the set of the
probability distributionsP(x) over the sett’ and S*° stands for the set of infinite sequences € S
of channel states. A wiretap channel with state is defined pyoaability distributionPs € A(S) over
the channel states and a transition probability X x S — A(Y x Z). The statistics of the transition
probability T and the probability distributioP; are known by both encodér and decodeD.

The information messagm € M is supposed to be drawn according to the uniform probability
distribution overM. EncoderC aims at transmitting the realization of the message M to decoder
D using a transmission block ef € N input symbols:™ € X™. The states € S of the channel is drawn
according to the i.i.d. probability distributioRs and it's observation by both encodérand decodeD
should be defined carefully. Indeed, the capacity of theteyrehannel with state information is strongly

related to the length of the sequence of channel statesw@asby the encodef and the decodep.

e Strictly causal case.At instantt € {1,...,n} of the transmission block, encodérobserves the
sequence of past state’s! = (s1,...,s,.1) € S'!, whereas decodéP observes the sequence of
the states” = (s1,...,s,) € 8" that corresponds to the transmission block.

e Causal caseAt instantt € {1,...,n} of the transmission block, encodérobserves the sequence
of past and current stateé = (s1,...,s;) € S, whereas decodeéP observes the sequence of the
statess” = (s1,...,s,) € S that corresponds to the transmission block.

e Non-causal caseAt the first instant of the transmission block, both encofeand decoderD
observe the sequence of stat¥s= (si,...,s,) € 8" that corresponds to the transmission block

(see Figure 1 and Definition 3).

The secrecy capacity is not available in the literature feither the strictly causal, nor the causal, nor
the non-causal case. In this article, we introduce the qanufeanti-causal and infinite state information
and we characterize the secrecy capacity for two intergstases (Theorems 11 and 16). The results
presented in this article provide a better understandingp@fundamental problems that arise in secure
communication with channel state information.

e Anti-causal case.At the first instant of the transmission block, both enco@eand decodeD
observe the sequence of statés* = (s1,...,8,,...,5,4%) € S"* whose lengthn + k € N is
arbitrarily larger than the length € N of the transmission block (see Figure 2 and Definition 1).

¢ Infinite case. At the first instant of the transmission block, both encademd decodeD observe

the infinite sequence of state® = (s1,...,8n, ..., Sptk,-..) € S™.

July 30, 2012 DRAFT
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EncoderC uses the sequence of input symbefse X and the knowledge of the appropriate sequence
of states(s'™!, s, 5™, s"T* 5°) in order to transmit the messagesc M to decoderD. The pair of
sequences of channel outpytg’, z") € Y™ x Z™ is drawn according to the discrete and memoryless
transition probability defined by equation (1).

TE (Y™, 22", 8™ = H-l(yt,zt|wt,st). 1)

t=1
DecoderD observes the sequence of channel outplitss Y™ and reconstruct the messagee M.

The eavesdroppét observes the sequence of outpttse Z™ and tries to decode the messages M

sent by encodet.

Definition 1 An anti-causal code € AC(n, k, M) is a pair of functions f, g) defined by equations (2)
and (3).
f: MxStE 5 xm 2)
g: Y'x Sk M. (3)
We denote byAC(n, k, M) the set of anti-causal codes for which the parametersN, k& € N and the

cardinality M = |M| € N are fixed.

Remark 2 Inspired from control theory, the notion of anti-causaletmformation corresponds to the
situation described by Figure 2, where the length- £ € N of the sequence of state information is

arbitrarily larger than the length € N of the transmission block.

Non-causal codes are defined similarly to anti-causal catiere the set of sequenc&&** is replaced

by the set of sequences'.

Definition 3 A non-causal code € NC(n, M) is a pair of functions(f, g) defined by equations (4)
and (5).

f: MxS8"— X", 4)
g: Y'"x8S" — M. ()

We denote bV C(n, M) the set of non-causal codes for which the parameterN and the cardinality

M = |M| e N are fixed.

July 30, 2012 DRAFT
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Each anti-causal or non-causal code induces an error plibpand a leakage rate stated formally in
Definition 4. We denote byn = g(y",s") the random variable of the message obtained as output of the

decoding function.

©CoO~NOUTA,WNPE

10 Definition 4 For each anti-causal code € AC(n,k, M) (resp. non-causal code € N'C(n, M)), the

error probability P.(c) and the information leakage raté.(c) are defined by equations (6) and (7).

14 Pe(c) = P(m#m|c), (6)

15 .o
16 £e(c) = M (7)

33 Fig. 2. Wiretap channeTl(y, z|x, s) with anti-causal state informatiors™** ¢ S"** available at both encoder and decoder
34 D but not at the eavesdropper. The length- £ € N of the sequence of states is arbitrarily larger than thettenge N of the

sequence of states observed in the non-causal case.

39 To make the proof of Theorem 11 easier to understand, we fiyrrdefine the notion of random code

41 for the case of anti-causal state information.

a4 Definition 5 A random coder € A<AC(n, k, M)> is a probability distribution over the set of anti-
46 causal codesAC(n,k,M). The expected error probabilitf,. [Pe(c)] and the expected information

48 leakage rateE, [Ee(c)] are defined by equations (8) and (9) where AC(n, k, M) denote the random

50 variable of the code.
52 Ec |:P8(C):| = ZcéAC(n,k,M) T(C = C)P(m 7& m’C = C)7 (8)

55 E, [Ee(c)] = S eeacmpan (€= )1 mEI=D 9)

59 July 30, 2012 DRAFT
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The aim of our study is to prove the existence of an anti-dacusde ¢ € AC(n,k, M) (resp. a non-
causal code € NC(n, M)) with the maximal information ratéog;—M under the constraint that the error

probability P(m # m| ¢ ) and the information leakage rafé”%"z) are arbitrarily small.

Definition 6 A rateR is anti-causally achievable (resp. non-causally achideghf for all £ > 0, there
exists some parameterse N, k£ € N, M € N and a codec € AC(n,k, M) (resp. there exists some
parameters: € N, M € N and a code: € NC(n, M)) such that:

logg M

—— =2 R-¢ (10)
P.lc) < e (11)
L.(c) < e (12)

The anti-causal secrecy capaciBy. (resp. non-causal secrecy capacdily.) of the wiretap channel with
state information available at both encoder and decoderefingd as the supremum of the anti-causally

(resp. non-causally) achievable rat&s

Remark 7 For the case of anti-causal state information, both thettenge N of the transmission block

and the lengtht € N of the additional sequence of states can be made arbittardyg.

The anti-causal secrecy capaciy. (resp. non-causal secrecy capadciy.) characterizes the maximal
amount of information that can be transmitted reliably gsamti-causal codes (resp. non-causal codes)

while keeping it secret from the eavesdropper.

1. DISCRETECHANNEL

In this section, we present two interesting results regarttie wiretap channel with state information
available at both encoder and decoder. Theorem 8 presentsviler bound on the secrecy capadiy;
for the non-causal case stated by Chen and Vinck in [5]. Tlsédwntribution, stated in Theorem 11, is

the characterization of the secrecy capa€lty for the case of anti-causal state information.

Theorem 8 (Chen and Vinck [5]) The non-causal secrecy capaciBy. of the wiretap channel with

state information available at both encoder and decodeisfias equation (13).

Che > Pl(na)‘() [I(u;y, S) — max [I(u;s),[(u;z)”. (13)

Remark 9 The authors of [5] investigate a slightly different modelem the state information is non-

causally available at the encoder but not at the decoder.eMenytheir result can be adapted to the
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model depicted in Figure 1 by considering the channel outptite legitimate receivefy, s) instead of
y. Theorem 8 is also a consequence of the result of [7] whenideriisg equal state information at both
encoder and decoder. A detailed proof of Theorem 8 can bedfauii] when considering a channel

with only one legitimate decoder.

Remark 10 The achievability bound stated in [8] for the causal stafermation is larger than the
acheivability bound stated in equation (13) of Theorem 8welger, we show in Section IV that the rate
provided by Theorem 8 achieves the secrecy capacity in thesskn case. A converse result for the

non-causal secrecy capacity is also stated in [8].

Theorem 11 characterizes the secrecy capacity of the witannel with anti-causal state information

depicted in Figure 2.

Theorem 11 (First Contribution) Suppose that/ (s) > 0, the anti-causal secrecy capaciBs. of the

wiretap channel with state information available at botltceder and decoder is given by equation (14).

Cac = ggﬁé{) I(x;yls). (14)

Remark 12 The anti-causal secrecy capacity is equal to the capactheofhannel without eavesdropper.
The additional sequence of statésc S* can be interpreted as a secret key shared by the encoder and
the decoder. If the length € N is sufficiently high, the amount of randomness provided leysécret key

sk € S* is large enough so that the encoder and the decoder can saktire transmitted information.

The capacity result we derive in Theorem 11 is still valid wiensidering the case of infinite state

information s = (s1,...,8n,--.,Sntk, - .) € S because the amount of randomness is infinite.

Remark 13 Comparing the result of Theorem 11 with the outer bound plediin [8], we conclude that
the anti-causal secrecy capacity is largag > C,. than the non-causal secrecy capacity and in some

cases the inequality is strict.

Remark 14 The first difference with the problem investigated in [10]tiet the ratek - H(s) of
the shared key* € S¥ can be made arbitrarily large by choosing a large paramieterN. Thus the
encoder and the decoder are able to secure all the infonmiditid can be transmitted reliably. The second
difference with the model presented in [10] is that the Seshared key does not influence the statistics

of the channel.
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Remark 15 If H(s) = 0, the anti-causal secrecy capacity reduces to the one d¢barad in [3] for
the wiretap channel without states. Hence, the anti-casisalecy capacity is discontinuous between

H(s)=0andH(s) > 0.

The proof of Theorem 11 is provided in section V. The achiditglpart relies on a one-time pad
argument where the sequence of future stafes S* is treated as a secret key shared by both encoder

and decoder. The converse follows by considering the stébennations as a part of the channel output.

IV. GAussiAN CHANNEL

In this section we present the second contribution of oukwdrich is based on Theorem 8. Theorem
16 states that the presence of the eavesdropper does ncit thifesecrecy capacity of the Gaussian
wiretap channel with non-causal state information. Evehefeavesdropper has a better observation than
the legitimate receiver, the encoder and the decoder aeetabdecure all the information that can be

transmitted reliably.

S
y m
S ¥ D
Wso T
L
m X Z
C b—F &

Fig. 3. Gaussian wiretap channel with state informasamvailable non-causally at both encoder and decoder buttribiea
eavesdropper. The random variables of the neiseandw, and the states are Gaussian random variable with zero mean and

varianceN;, N> and Q.

Let us consider the Gaussian wiretap channel with additizee sand noise depicted in Figure 3. The
signals received by the legitimate receiver and by the eswpper are defined by the equations (15) and
(16)

y = X+4+S+wy, (15)
Z = X+ S+ Wy, (16)
July 30, 2012 DRAFT
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where the random variable®;, w; ands are Gaussian with mean 0 and variance equaVip N, and

Q.

wi; ~ N(0,Ny), a7
Wy ~ N(Oa N2)> (18)
s ~ N(0,Q). (19)

The channel inpuk must satisfy the power constraint (20).
E[ x2] <P. (20)

Based on the result stated in Theorem 8 we characterize trecgecapacity of the Gaussian wiretap

channel with non-causal state information available ahl@atcoder and decoder.

Theorem 16 (Second Contribution) Suppose tha#{(s) > 0, the non-causal secrecy capaciBy. of
the Gaussian wiretap channel with state information ava@#aat both encoder and decoder is given by

equation (21).

1 P
Che = I(x:yls) = —log 1+ — ). 21
nc max (x;y[s) 5 0g< + N1> (21)

Remark 17 The anti-causal secrecy capacity and the non-causal secegxacity are equal for the
Gaussian channel. Even if the varian@e> 0 of the random variablsis small, the parameter € R can
be chosen appropriately such that the teim; y, s) — I(u; z) in equation (13) of Theorem 8 is arbitrarily

large and thu<,. satisfies equation (21).

The proof of the Theorem 16 is presented in Section IV-B anwsists in evaluating the equation (13)

of Theorem 8 with the auxiliary random variable
U=x+a-s ~ N(0,P+a%Q), (22)

anda €] — oo, +00[. The knowledge of the sequense € S™ of state information allows the encoder
to transmit the maximal rate of information to the legitimatecoder while keeping it secret from the

decoder.

A. Numerical result

We provide a numerical illustration of the result stated ine@rem 16. Figure 4 represents four

information rates in terms of parameter €] — 15,15[. We can see that the ratgu;y,s) — I(u;s)
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provided by Gel'fand Pinsker’s coding [4] is constant wheesrd¢he ratel(u;y,s) — I(u;z) provided

by Wyner's coding [2] corresponds to the opposite curve @f dime described by Costa in [11]. The

parametersy; andas given by equations (34), (35) and correspond to the values/foch the mutual

information I(u;s) andI(u;z) are equal. For the whole range of parameteks] — co, a;] U [, +00],

the secure rate provided by Theorem 8 is equal to the chaapelcity Cne = maxp(ys) 1(X;Y[S).

B. Proof of Theorem 16

In order to prove Theorem 16, we evaluate the achievablestated in Theorem 8 for the Gaussian

case with the random variabledefined by equation (22). This leads to the following equetio

Cne 2

max |I(u;y,S) — max <I(u;s),[(u;z)>]
P(uxls) |

max |I(u;y|s) — max (O, I(u;z) — I(u; S)>]
Puxls) |

F
max h(y’ S) — h(yv u, S) - h(S) + h(uv S)
Puxls) |

max <0, h(z) — h(u,z) — h(s) + h(u,s))}
[ (g ) o (0

log <(PQ(1 (_Pa—;za—gvi\(rzjziQazQ))Q> ﬂ

1 P\ 1
“loe (14— =
Og( + N1> 2 ‘ack [O’

log < PO (_Pa;qitviﬁi a2Q)> } '

(23)

(24)

(25)

(26)

(27)

(28)

By hypothesis, we have tha&f (s) > 0 which is equivalent to the fact that the variar@e> 0. The sign

July 30, 2012
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35¢

m— (u}y,s) = I(u;s) y

usx+as — |(u;y,S) - I(u;Z)
I(uzy,s) — max(1(u;s), (u;2))

106y) = 1(x;2)

5
%

25

Z ZO0 710
I

W

w oS

o

15

Mutual Information

05F

I I I I I i
-15 -10 -5 0 5 10 15
Parameter a [J ]—oo,+co

Fig. 4. The achievable rate characterized by Chen and Vibickduals the capacit@.. = maxpys) (X; y|s) of the channel

without eavesdropper for atl €] — oo, a1] U [a2, +00].

of the termI(u;z) — I(u;s) is characterized by the following equations.

0 >1I(u;z) — I(u;s) (29)
(P+Q+ No)P
= 0 zlog (PQ(l —a)2+ No(P + a2Q)> (30)
(P +Q + NQ)P
= 1 2P -+ WP 1 a2Q) 1
— 0 <a?Q(P+ Ny)—2aPQ — P? (32)
<< a €]—o0,a1]Ulag,+0l. (33)

wherea; andas are defined by equations (34) and (35).

P(Q— QP +Q+Ns))

T QP+N) o
_ PQ+VAP Q)
o = QPN 49

Any choice of the parameter such thatx €] — oo, a;] U [a2, +00[ makes the ternd(u; z) — I(u;s) non-
positive and so the rate given by equation (21) is equal tetiz@nel capacit€,c = maxpys) [(X;Y[S).

This conclude the proof of Theorem 16.
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V. PROOF OFTHEOREM 11
A. Achievability

For eache > 0, the notion of random code (see Definition 5) allow us to prdwe existence of
parameters» € N, k € N and M € N and a codec € AC(n,k, M) which satisfy the following
conditions:

logy M

= Cgac — be, Pe(c) < Te, L.(c) < Te.
(36)
Coding parameters.Let P*(x|s) : S — A(X) the transition probability which attains the maximum in

equation (14). Fixc > 0 and choose two auxiliary parameteérs- 0 and~y € Q positive, which satisfy

the following equation:

I(X;y|s) — 6 —YH(S)| < e —E. (37)
Remark 18 The hypothesid7(s) > 0 insures the existence of the parameters Q andé > 0.

Parameters € N, k£ € N and M € N are defined in the following manner.

e n € N is larger tham; € N et ny, € N defined by the equations (43) and (44) in terms of the
parametee > 0.

e k € Nis larger thank; € N, k» € N and ks € N defined by the equations (43), (67) and (90) in
term of the parametet > 0.

e n €N andk € N satisfy the equatiory = £.

e M e N is equal to2!x¥19—5) \which is supposed to be an integer.
Remark 19 Substitutingy = % the equation (37) is equivalent to the pair of equationg &l (39).
n([(x;y|s) — 75) < k:(H(s) — €>, (38)
k:(H(S) + 5) < n([(x;y|s) - 55). (39)
Random coding schemeWe define the random codec A(AC(n, k, M)) using a random codebook,

an encoding and a decoding function.

e Random codebookx™(m))mer: The sequence of state8™* ¢ S™*+* is divided into two parts

s" € 8™ and s* € S*. For each sequence of stat€s ¢ S”, we generate a random codebook
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consisting ofM = 271(xy19-5) sequences™(m) € X™ indexed bym € M and drawn according
to the product probability distributioP*(x"(s") = T[], P*(x;|s;) set forth above. Then, each
typical sequence of state§ € A%*(S) for the parametef > 0, is indexed byi € {1,...,1} =7
with I = |A%*(S)|. For each codebook realization, we define the encoding acdditeg functions

as follows.

e Encoderobserves the realizations of the message M and the sequence of statgs™ ¢ S"+*,
It generates the auxiliary messagé = m®i € M by performing the addition moduld# between
indexi € Z of the sequence of state$ ¢ S* and indexm € M of the message. The encoder sends
through the channel, the inputs sequentémn’) € X™ that corresponds to the messagée M
and the sequence€' € S™.

e Decoderobserves the realizations of the sequence of outputs ) and of the sequence of states
s"tk ¢ Sntk. Decoder finds the auxiliary messagé € M for which the sequence of inputs
(') € A™(s",y™) is jointly typical for the parameter > 0 with the sequences of state and
output (s™,y™). The decoder obtains the original message: M by performing the substraction
m=m'ei=m'®& (M — i) moduloM between the index of the auxiliary messagec M and

the indexi € Z of the sequence of state§(i) € S*.

e An erroris declared ifs® ¢ AX(S) or if (z"(m’), s",y") ¢ A(X x S x V).

Remark 20 The sequence of state$§ € S* is considered, here above, as a secret key shared by the
encoder and the decoder. Equations (38) and (39) guardratthe setd and M have almost the same
cardinality. Hence the sequence of statks S* induces a random indexdistributed almost uniformly
over M. As a consequence, the transmitted message- m & i is almost statistically independent of

the original message.
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Expected error probability. First, we provide an upper bound over the expected error probalbdit

the random code < A(AC(n, k:,M)) knowing that the realization of the messageris= 1.

E. [P(m #mim = 1)]
= > rlc=gPm#mm=1,c=c). (40)
ceAC(n,k,M)

Let us denote byn’ = 1 &4 and define the following error events:

o B =<s"¢ A;”(S)} the sequence of states € S” is note-typical.
o By=1<s"¢ A;’f(S)} the sequence of state§ € S* is not &-typical.

o [3= {w"(m’) ¢ A;”(X]s”)} the sequence of input symbai& (m’) € X™ is not jointly e-typical
with the sequence of state8 € S".
o £, = {y" ¢ A (Y|a™(m)), s")} the sequence of output symbaJ8 € V™ is not jointly e-typical
with the sequences of input symbols and stdeg{m’), s") € X™ x S".
o F5= {Hrh #m' e M, z"(m) € AF"(X|y", s")} there exists a sequence of symhglgm) € X™
corresponding to a message € M which is different from the message semt € M and
the sequence”(m) € &A™ is jointly e-typical with the sequences of output symbols and states

(y™,s™) € Y x S".

Let us denote byE; the random variable of the evert; with i € {1,2,3,4,5}. The expected error

probability is upper bounded using Boole’s inequality:

E. [P(m #mim = 1)}

< E. [P(El UEsUEsUE4U E5)} (41)
< P(EN +P(E) + B P(E)
+ B |PED)] +E[P(E)] (42)

Random eventk; andE, are independents of the realization of the random eodeA [ AC(n, k, M)).
The properties of-typical sequences (see [12], property (33) page 26 and@oaditional Typicality
Lemma" page 27) imply that there exists € N and k; € N such that for alln > n; andk > k; we
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have:

max <P(E1), P(E2), E. [P(Eg)] ,Ec [P(E4)]> <e. (43)

©CoO~NOUTA,WNPE

The random code < A(AC(n,k:,M)) allows to bound the expected error probabil]Ey[P(E@}
11 From the “jointly typical Lemma" (see [12], page 29), therésts an, € N such that for alln > no,
we have the following property:

14 1 M
&M _ g

- (X;y[s) — 5 = E. [P(E5)] <e. (44)

The expected error probability of the random code A(AC(n, k, M)) is upper bounded by:

E.|P(m # m|m = 1)} < Be. (45)

23 Secondwe provide an upper bound over the expected error probal8ince the codebook is drawn
24 randomly, the expected error probability does not depentherrealized message € M. We obtain
26 the following equation:

28 Y rc=oPm#mm=1c=c)

29 c€AC(n,k,M)

30 = Z r(c=c)P(m#mMm=m,c=c¢), YmeM,

32 c€AC(n,k,M)

33 (46)
34 — E, [P(m £ jm = 1)}

37 = E. [P(m #* rﬁ|m = m):| , Vme M. 47
39 Consequently, the expected error probability can be writte

41 E. [Pe(c)] (48)
43 = Z r(c=c¢)P(m=m)P(m#mm=m,Cc=c)

44 c€EAC(n,k,M),

45 meM
46 (49)

48 = Y Pm=m)E, {P(m # mjm = m)} (50)
49 meM

> P(m=m) (51)

(52)

55 < Be (53)
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We prove the expected error probability of random cec@A(AC(n, k, M)) is lower thanbe.

E. [Pe(c)] < 5e. (54)

Information rate. For all codesc € AC(n,k, M) belonging to the support of random codec

A(AC(n, k:,M)), the information rate is given by the equation (55).

log M
n

Expected information leakage rate.Equations (38), (39) and Lemma 21 allow us to obtain a bound on
the expected rate of equivocati@h [ﬁe(c)] < 2e.

.1z o)] < 5. [rminc)] (56)
= I(m;m’) (57)
— H(m) - H(m'|m) (58)
< logM — Hm&i|m) (59)

= n(I(xyls) —5¢) — H(ijm)
— Hmoili,m)+ H({iimmoi) (60)

= n(I(xyls) —5¢) — H(ijm)

+ H(ijmmai) (61)
= n(I(x;yls) — 5e) — H(ijm) (62)
= n(I(x;yls) — 5¢) = H(i) (63)
< n(l(xyls) — 5e) — k(H(s) —¢) (64)

< n(I(xyls) — 5¢)
— n(I(x;y|s) — 7e) (65)

< n2e. (66)

e Inequality (56) follows from the fact that for each cade AC(n, k, M), the Markov chaimm—m’—z"

is satisfied. Indeed, the sequence of channel oututepends om only throughm’. The conditional
probability can be writterP(z"|m,m') = P(z"|m/) for all m € M, m’ € M, 2™ € Z" and this
for any codec € AC(n,k, M). From the data processing inequality (see [12], page 24)jrthquality
I(m;z"|c=c) <I(m;m’| c=c) is valid for all codes: € AC(n, k, M) and this proves the inequality
(56).
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e Inequality (57) is due to the fact that the probability disition P(m, m’) € M x M of the messages
m et m’ is independent of the codec AC(n, k, M) choused at random.

e Inequality (59) is due to the fact that the additienis performed moduld\/ and then the message

©CoO~NOUTA,WNPE

m’ = m @i belongs to the seM of cardinality M.

e Equality (61) is due to the fact that®i is a deterministic function afandm, then H(m®ili,m) = 0.

12 e Equality (62) is due to the condition (39) and to the projsrof the set of-typical sequences presented
14 in [12] by the property 2 page 26. Indeed, there exist& N such that for allk > ko:

16 |AZH(S)] < 2K, (67)
Equations (39) and (67) allow us to obtain the following dopra
I — |A;k(5)| < 2k(H(S)+§) < 2n([(x;y|s)—5€) - M. (68)

23 Becausd < M, the realizationsn € M andm @i € M allow us to characterize a uniques Z C M.
As a consequencH (im,m @ i) = 0.

26 e Equality (63) is due to the fact that the indeand the messag®e are drawn independently.

28 ¢ Inequality (64) is due to the Lemma 21.

30 e Inequality (65) is due to the condition (38).

32 Lemme 21 For all ¢, there existg:s € N such that for allk > ks:

34 H(i) 2 k(H(s) - &). (69)

37 Remark 22 The Lemma 21 guarantee that the secret keyZ shared by the encoder and the decoder

39 has a rate closed tb- H(s) and hence closed to the anti-causal secrecy cap@gity

41 The proof of Theorem 11 is outlined in Section V-C.

Existence of a codeThe random code < A(AC(n,k:,M)) we defined here above, satisfies the

46 following three conditions:
48 1) Every codec € AC(n,k, M) belonging to the support of € A(AC(n,k,M)) have a rate equal

52 — Cac - 55. (70)

54 2) The expected error probability is bounded by

56 E. [Pe(c)] < Be. (71)
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2) The expected information leakage rate is bounded by

E. [ﬁe(c)} < 2e. (72)
The bounds on the expected error probability and the exgentermation leakage rate imply:
E. [Pe(c)} + E. [Ee(c)} < Te
(73)
= E. [Pe(c) + Ee(c)} <Te
(74)
= YceacmpanT(C=0) [Pe(c) + 56(0)} <Te
(75)
= MiN e AC(n,k, M) |:Pe(c) + ﬁe(c)} <Te
(76)
= de* € AC(n,k, M), Pe(c*)+ Le(c¥) < Te.
(77)

This demonstrates that there exists a cotlee AC(n, k, M) in the support ofr € A(AC(n, k:,M))

such that the error probability and the information leakegfe are bounded beloWe.
Pe(c®) < Te, (78)
Le(c) < Te (79)

To conclude, we showed the existence of a code e AC(n,k, M) whose rate is equal té‘@gn—M =
Cac — 5e, the probability of error is bounded [y, (¢*) < 7e and the information leakage rate is boun

by L.(c*) < Te.

B. Converse

Page 28 of 30

ded

The converse of Theorem 11 is obtained from the conversét @fsine point to point channel coding

result [13], [12] considering the paiy™,s") as the channel output instead \6f.
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C. Proof of Lemma 21

The random variabl& is defined by equation (80).

0 si s € A%F(S)
E— (80)

10 1 si sk ¢ A(S).

©CoO~NOUTA,WNPE

12 The following equalities are due to the definition of entropy

14 H(s",E) = H(E) + H(s"|E)

16 = H(s") + H(E|s") = H(s") (81)
18 — H(SIE=0)P(E =0)

20 — H(s") — H(E) — H(S*|E = 1)P(E = 1). (82)
23 Let us denote byH,(d) the entropy of the binary random variab{®, 1} drawn according to the
24 probabilities (6,1 — ¢) with parameters € [0,1]. The random variablé € 7 is defined as the index

26 of the sequence of state§(i) € A%*(S) that belong to the set of-typical sequences Its probability

28 distribution is given by the following equation:

30 Pli=1i) = P =s"31)E=0) (83)
_ P(sf=s"(i),E =0)
> = PE=0 (684)

34 The entropy of this random variable satisfies the followiggations:

36 H(i) = H(IE=0) (85)
38 > H(s"|E=0)P(E =0) (86)

40 = H(s") -~ H(E)-H(SFIE=1)P(E=1) (87)

N
N
%

kH(s) — Hy(P(E = 1)) — P(E = 1)klog S| (88)
(- (BZEZD) pie 1))
46 (89)

N
N
Vv

From the properties of-typical sequences (see [12], property 3 page 26), fof,dhere exists &3 € N
50 such that for allk > k3 we have:

52 Hy(P(E=1))
53 k

55 We showed that for alf, there exists &3 € N such that for allk > k3 we have:

+PE=1)log|S| < & (90)

57 H(i) > k(H(S) - €). (91)
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This concludes the proof of Lemma 21.

VI. CONCLUSION

This article is devoted to the problem of secure commurdcativer a wiretap channel with state
information available at both encoder and decoder but ntteatavesdropper. The secrecy capacity for
such a channel is not available yet in the literature forheithe causal, nor the non-causal case. We
introduce the concept of anti-causal state informationtie length of the sequence of states available at
both encoder and decoder is arbitrarily larger than thetten§the transmission block. We characterize
the secrecy capacity for the discrete channel with antsabatate information and for the Gaussian
channel with non-causal state information. These two case®f particular interest because we show
that the encoder and the decoder can use the state informatarder to secure all the information that

can be transmitted reliably.
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