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Secure Communication Over Parallel Relay Channel

Zohaib Hassan Awan, Abdellatif Zaidi, and Luc Vandendorpe, Fellow, IEEE

Abstract—We investigate the problem of secure communi-
cation over parallel relay channel in the presence of a passive
eavesdropper. We consider a four-terminal relay-eavesdropper
channel which consists of multiple relay-eavesdropper channels
as subchannels. For the discrete memoryless model, we establish
outer and inner bounds on the rate-equivocation region. The inner
bound allows mode selection at the relay. For each subchannel,
secure transmission is obtained through one of two coding schemes
at the relay: decoding-and-forwarding the source message or con-
fusing the eavesdropper through noise injection. For the Gaussian
memoryless channel, we establish lower and upper bounds on
the perfect secrecy rate. Furthermore, we study a special case in
which the relay does not hear the source and show that under
certain conditions the lower and upper bounds coincide. The
results established for the parallel Gaussian relay-eavesdropper
channel are then applied to study the fading relay-eavesdropper
channel. Analytical results are illustrated through some numerical
examples.

Index Terms—Eavesdropping, fading channels, parallel relay
channels, secrecy, wire-tap channel.

I. INTRODUCTION

N conventional point-to-point wired networks, security is
facilitated by secret key sharing between relevant parties
based on some common cryptographic algorithm. The premise
is that only legitimate users have access to the encrypted mes-
sages and extraneous users (adversaries) are unable to access
any useful information. The wireless channel is characterized
by its inherit randomness and broadcast nature. Physical layer
security exploits the basic attributes of the wireless channel for
instance, difference of the fading gains between the legitimate
channel (source to the legitimate receiver) and the channel to
the adversary, to transmit information securely to the legitimate
receiver. Thus, it eradicates the need of secret key sharing.
The wiretap channel introduced by Wyner is a basic in-
formation-theoretic model which incorporates physical layer
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attributes of the channel to transmit information securely [1].
Wyner’s basic model consists of a source, a legitimate receiver
and an eavesdropper (wiretapper) under noisy channel condi-
tions. Secrecy capacity is established when the eavesdropper
channel (the channel from the source to the eavesdropper) is
a degraded version of the main channel (the channel from the
source to the legitimate receiver). The discrete memoryless
(DM) channel studied by Wyner is further extended to study
some other channels for which secrecy capacity is established,
i.e., broadcast channels (BC) [2], [3], multi-antenna channels
[4]-[6], multiple access channels [7]-[9], fading channels
[10], [11], etc. The idea of cooperation between users in con-
text of security was introduced by [12]. The intuition is that,
when the main channel is more noisy than the channel to the
eavesdropper, cooperation between users is utilized to achieve
positive secrecy capacity. Secrecy is achieved by using the
relay as a trusted node that facilitates the information decoding
at the destination while concealing the information from the
eavesdropper. A special case in which there is a physically
degraded relay-eavesdropper channel was studied in [13]. The
case in which the relay does not acts as a trusted node is studied
in [14] and [15].

In this paper, we study a parallel relay-eavesdropper channel.
A parallel relay-eavesdropper channel is a generalization of
the setup in [12], in which each of the source-to-relay (S-R),
source-to-destination (S-D), source-to-eavesdropper (S-E),
relay-to-destination (R-D), and relay-to-eavesdropper (R-E)
link is composed of several parallel channels as subchannels.
The eavesdropper is passive in the sense that it just listens to the
transmitted information without modifying it. We only focus
on the perfect secrecy rate, i.c., the maximum achievable rate
at which information is reliably sent to the legitimate receiver,
and the eavesdropper is unable to decode it.

The parallel relay-eavesdropper channel considered in this
paper relates to some of the channels studied previously. Com-
pared to the parallel relay channel studied in [16], the parallel
relay-eavesdropper channel requires an additional secrecy con-
straint. The parallel relay-eavesdropper channel without relay
simplifies to a number of channels discussed previously, e.g.,
the parallel wiretap channel studied in [17], the parallel broad-
cast channel with confidential messages (BCC) and no common
message studied in [3].

Contributions: The main contributions of this paper are sum-
marized as follows. For the discrete memoryless case, we es-
tablish inner and outer bounds on the rate-equivocation region
for the parallel relay-eavesdropper channel. The inner bound
is obtained through a coding scheme in which, for each sub-
channel, the relay operates either in decode-and-forward (DF)
or in noise forwarding (NF) mode. We note that establishing our
outer bound for DM case is not straightforward and it does not
follow directly from the single-letter outer bound for the relay-
eavesdropper channel developed in [12, Theorem 1]. Therefore
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a converse is needed. The converse includes a re-definition of
the involved auxiliary random variables, a technique much sim-
ilar to the one used before in the context of secure transmission
over broadcast channels [3].

For the Gaussian memoryless model, we establish lower and
upper bounds on the perfect secrecy rate. The lower bound es-
tablished for the Gaussian model follows directly from the DM
case. However, we note that establishing a computable upper
bound on the secrecy rate for the Gaussian model is non-trivial,
and it does not follow directly from the DM case. In part, this is
because the upper bound established for the DM case involves
auxiliary random variables, the optimal choice of which is dif-
ficult to obtain. In this work, we develop a new upper bound
on the secrecy rate for the parallel Gaussian relay-eavesdropper
channel. Our converse proof uses elements from converse tech-
niques developed in [5] and [6] in context of multi-antenna
wiretap channel; and in a sense, can be viewed as an extension
of these results to the parallel relay-eavesdropper channel. This
upper bound is especially useful when the multiple access part
of the channel is the bottleneck. We show that, in contrast to
upper bounding techniques for our model that can be obtained
straightforwardly by applying recent results on multi-antenna
wiretap channels [4]-[6], our upper bound shows some degree
of separability for the different subchannels.

We also study a special case in which the relay does not
hear the source, for example due to very noisy source-to-relay
links. In this case we show that under some specific conditions
noise-forwarding on all links achieves the secrecy capacity. The
converse proof follows from a new genie-aided upper bound
that assumes full cooperation between the relay and the destina-
tion, and a constrained eavesdropper. The eavesdropper is con-
strained in the sense that it has to treat the relay’s transmission as
unknown noise for all subchannels, an idea used previously in
context of a class of classic relay-eavesdropper channel with or-
thogonal components [18]. These assumptions turn the parallel
Gaussian relay-eavesdropper channel into a parallel Gaussian
wiretap channel, the secrecy capacity of which is established in
[3] and [17].

Furthermore, we study an application of the results estab-
lished for the parallel Gaussian relay-eavesdropper channel to
the fading relay-eavesdropper channel. We assume that perfect
non-causal channel state information (CSI) is available at all
nodes. The fading relay-eavesdropper channel is a special case
of the parallel Gaussian relay-eavesdropper channel in which
each realization of a fading state corresponds to one subchannel.
We illustrate our results through some numerical examples.

The rest of the paper is organized as follows. In Section II,
we establish outer and inner bounds on the rate-equivocation
region for the DM channel. In Section III, we establish lower
and upper bounds on the perfect secrecy rate for the Gaussian
model, and consider a special case in which under some spe-
cific conditions secrecy capacity is achieved. In Section IV, we
present an application of the results established in Section III to
the fading model. We illustrate these results with some numer-
ical examples in Section V. Section VI concludes the paper by
summarizing its contribution.

Notations: In this paper, the notation Xy ;) is used as a
shorthand for (X1, X5, ..., X)), the notation X&L} is used as
a shorthand for (X7, X¥,..., X}) where for{ = 1,...,L,
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Fig. 1. Parallel relay-eavesdropper channel.

Xp = (Xn. X2, .., Xin), the notation X[y z); is used as
a shorthand for (Xy;, X24,..., X1 ), the notation Ay 77 is
used as a shorthand for X3 x X2 ... % X1, E{.} denotes the
expectation operator, |X'| denotes the cardinality of set X, L
denotes the number of subchannels, the boldface letter X de-
notes the covariance matrix. We denote the entropy of a discrete
and continuous random variable X by H (X ) and h( X ), respec-
tively. We define the functions C(z) = (1/2) - log,(1 + z) and
[#]T = max{0, z}. Throughout the paper the logarithm func-
tion is taken to the base 2.

II. DISCRETE MEMORYLESS CHANNEL

In this section, we establish outer and inner bounds on the
rate-equivocation region for the discrete memoryless parallel
relay-eavesdropper channel.

A. Channel Model

Definition 1: The parallel relay-eavesdropper channel con-
sists of four nodes, a source, a relay, a destination (legitimate
receiver) and a passive eavesdropper. The communication takes
place over L subchannels. Fig. 1 represents the studied model.
The source wishes to send confidential messages to the desti-
nation, with the help of the relay to conceal them from pas-
sive eavesdropper. The source encodes the confidential mes-
sage W to (X7, X7, ..., X7;) codewords and broadcasts it
over L subchannels to the relay and the destination. The relay
helps to reduce the uncertainty about the confidential message
at the destination by re-encoding whatever it has received from
the source and transmits (X2, X%, ..., X3 ) codewords to
the destination. The outputs at the relay and destination are
given by (Y77, Y%, ..., Y} ) and (Y7, Y7, ..., Y]), respec-
tively. The passive eavesdropper overhears to the source and
the relay transmission over the multiple-access link, which is
denoted by (Y5},Y5%, ..., Y5} ).

More precisely, the parallel relay-eavesdropper channel
consists of Ay 7], Apy,z) as finite input alphabets and
Y.z Vip,zp: Yepu.z) as finite output alphabets. Since the
channel is memoryless, the transition probability distribution is
given by

L n
H Hp(yl,i: Yiii Yaui | 10, Tau) (1)

=11i=1

where z17; € Xy, 22 € Ao, yie € Viyus € Yy and
yar; € Yoy, forl = 1,...,Landé = 1,...,n. The symbols
x1; and x9; are the source and relay inputs on subchannel /, and
Y11, y1. Y2 are the channel outputs at the relay, destination and
eavesdropper for the /th subchannel, respectively.



AWAN et al.: SECURE COMMUNICATION OVER PARALLEL RELAY CHANNEL

Definition 2: The source sends a message W € W =
{1,...,2"%} using a (2"%,n) code consisting of

* astochastic encoder at the source that maps W' — X7y, 113

. grelay encoder that maps fi(Yli[ilL]) — Xop,1) for1 <
1 < n;

« a decoding function g( - ), that maps the received code-
words from the source and relay node to get an estimate

of the confidential message, g(Y[ ;) — W.

Definition 3: The average error probability of a (2, n) code
is defined as

1
2n,R

P = {o(vin)#wiv}. @

p
Wew

Due to the openness of the wireless medium, the eavesdropper
listens for free to what the source and relay transmit. It then tries
to guess the information being transmitted. The equivocation
rate per channel use is defined as R. = H(W Yy}, ;,)/n. Per-
fect secrecy for the channel is obtained when the eavesdropper
gets no information about the confidential message W from
Yﬁ’fl, I That is, the equivocation rate is equal to the uncondi-
tional source entropy.

Definition 4 [1]: A rate-equivocation pair (R, R, ) is achiev-
able for the parallel relay-eavesdropper channel, if forany e > 0
there exists a sequence of codes (2%, n) such that for any
n > n(e)

HW)
n

ZRffv

YIL

H (W 2[1,L]

)ZRE_€-,
Pl <e

n

(€))

B. Outer Bound
The following theorem provides an outer bound on the rate-
equivocation region for the parallel relay-eavesdropper channel.

Theorem 1: For a parallel relay-eavesdropper channel
with I subchannels, and for any achievable rate-equivo-
cation pair (2, I?.), there exists a set of random variables
Uy — Vi, Var) — (X, Xog) — (Y, Y, Yo) L =1,... L,
such that (R, R,) satisfies

L L
R < min {Z IV, Vas Y1), Y I(Vis Y, Yy | vm)}

1=1 =1
R. <R

R, < min {ZI(Vu,sz;Yl | U) = I(Vie, Vaus Yo | Ui,
=1

L
> IV Yy, Yay | Var, Un) — I(Vag, Vas Yot | U»}.
=1

)

Proof: The proof of Theorem 1 is given in Appendix A.[J

Remark 1: The outer bound in Theorem 1 does not follow
directly from the single-letter outer bound on the rate-equivoca-
tion region established for the relay-eavesdropper channel [12,
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Theorem 1]. Therefore a converse is required, in which we need
to re-define the involved auxiliary random variables. The tech-
nique used to re-define the auxiliary random variables has some
connection with the one used before in the context of secure
transmission over broadcast channels [3].

Remark 2: The region (4) reduces to the rate-equivocation
region developed for the relay-eavesdropper channel [12, The-
orem 1] by setting L := 1 in (4).

Remark 3: The equivocation rate in Theorem 1 reduces
to the secrecy capacity of the parallel wiretap channel es-
tablished in [3, Corollary 1], by removing the relay, i.e.,
by setting Y1; = X9 = V5 = ¢. The resulting term
P IVasYr | U) — I(Va; Yo | Up) is maximized by
U; := constant, for! = 1,.... L.

C. Achievable Rate-Equivocation Region

In this subsection we establish an achievable rate-equivo-
cation region for the parallel relay-eavesdropper channel. The
achievable region is established by the combination of two dif-
ferent coding schemes, namely decode-and-forward and noise
forwarding. In DF scheme, for each message source associates
a number of confusion codewords, the relay after receiving the
source codewords, decodes it and re-transmits it towards the
legitimate receiver and eavesdropper (see [12, Theorem 2] for
details). In the NF scheme the relay does not decode the source
codewords, but transmits confusion codewords independent
from the source codewords, towards the legitimate receiver and
the eavesdropper (see [12, Theorem 3] for details).

Theorem 2: For a parallel relay-eavesdropper channel with
L subchannels, the rate pairs in the closure of the convex hull
of all (R, R,) satisfying

R < min {Z I(Viy, Vais i|UY),
leA

+ > I(Va Yl Var)
le A
R. <R

ZI(Vu;YuW%Ul)}

leA

R. < min {Zf(vu, Var Yi|UL) = I(Vir, Var; Yar|U).
eA

> IV YulVar, Un) = T(Var, Vars Y21|Ul)}
leA

+ Y I(Va; Yi|Var) + min { > I(Vais V),

le A leAs
> I(VQUYQZVM)} - min{ > I(Va V),
leAs leAs
> I(VQUYQZ)} = T(Vas Yar | Var) )
leAs lcAs

for some distribution p(u;, viy, ver, 17, T2t Yr, Y11, Y21) =
P(UJ)P(?’M Va1t |W)P(ﬂ71h T2p \?/'117 Uzl)P(Z/h Y11, Y21 |-T11,~, 3721)

for I € A and p(vu, v, T, T, YL L Yu) =
p(vin)p(var)p(1r|vi)p(@arlva)p(yi. yae, yor |21, ©ar)

for [ € A®, are achievable.
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Outline of Proof: The region in Theorem 2 is ob-
tained through a coding scheme which combines appropri-
ately DF and NF schemes. In the statement of Theorem
2, sets A and A° represent the subchannels for which
relay operates in DF and NF mode, respectively. The
rates for the DF scheme can be obtained readily by setting
U s= Upap Vioo= Vi, Vo o= Vapa Y o= Yiag),
Y1 == Yip1, )4 and Ya = Yo 14y, for I € A in [12, Theorem
2]. Similarly the rates for the NF scheme can be readily obtained
by setting V1 := V1[1,|A(:|],V2 = VZ[l,\A“”;Y = Y[l,\A“Ha
Y, = Yl[l.\ACH and Yy = YQ[l"ACH, for! € A°in [12,
Theorem 3]. ]

Remark 4: For a parallel relay-eavesdropper channel in
which all subchannels are degraded,! i.e.,

(Y, yas v | T, Ta)
= p(y1 | 210, 222y | v, w20)p(yae |y v, T, w21)

l=1,..., L, the perfect secrecy capacity is given by

L
Cy = max min {Z[I(V]_l:‘/?],;Yl | U7)
1=1
— I(Vag, Voi; Yo | U],

L
Z[I(Vu;Yu | Vor, Uy —1(Vig, Var; Yo | Ul)]+}(6)
=1

where the maximization is over U; — (Vi Vo) —

(thXQI) — (}/17Y117Y21), forl = lL

Proof: The achievability follows from Theorem 2 by set-
ting A€ := . The converse follows along the lines of Theorem
1 and is omitted for brevity. O

III. GAUSSIAN CHANNEL

In this section we study a parallel Gaussian relay-eaves-
dropper channel. Fig. 2 depicts the studied model. We only focus
on the perfectly secure achievable rates, i.e., (R, R.) = (R, R).

A. Channel Model

For a parallel Gaussian relay-eavesdropper channel, the re-
ceived signals at the relay, destination and eavesdropper are
given by

Yio=Xus+ Zuy
Yii=Xui+VpuXa: + 2
Yor: = Xuvi +VpuXori + Zars (7

where 7 is the time index, {Z1;;},{Z;;} and {Zy;} are noise
processes, independent and identically distributed (i.i.d) with
the components being zero mean Gaussian random variables
with variances ¢, 07 and o3, respectively, for { =1,..., L.

!In parallel relay-eavesdropper channel if all subchannels are degraded, the
entire relay-eavesdropper channel may not necessarily be degraded.

Yu \\R Xa1
Ly Z
X1 wi\ Y

(P
ZIL

va Q |
Eavesdropper |
Y

T

ZZL

N
=

&

Fig. 2. Parallel Gaussian relay-eavesdropper channel.

We assume that the source and the relay know the noise vari-
ances present at the receivers. For the subchannel /, X;; and
Xoy; are inputs from the source and relay nodes, respectively.
The parameter pq; indicates the ratio of the R-D link signal-to-
noise ratio (SNR) to the S-D link SNR and p»; indicates the ratio
of the R-E link SNR to the S-E link SNR for subchannel [, re-
spectively. The source and relay input sequences are subject to
separate power constraints P; and P, i.e.,

1 L n
SN ERX) <P (8)
n =1 i=1
1 L n
Y Y E[X5] < P )
n =1 i=1

B. Lower Bound on the Perfect Secrecy Rate

For the parallel Gaussian relay-eavesdropper channel (7), we
apply Theorem 2 to obtain a lower bound on the perfect secrecy
rate.2

Corollary 1: For the parallel Gaussian relay-eavesdropper
channel (7), a lower bound on the perfect secrecy rate is given
by (10) at the bottom of the next page.

Proof: The achievability follows by applying Theorem 2
with the choice U; := constant, V1; := X7, Voy 1= Xoy, X1y :=
X+ V(@ Pu/Pa) Xo, aq = 1 — oy, X1y ~ N(0, 0 Pyy)
independent of Xo; ~ A(0, Py;), where oy € [0,1] forl € A;
and Xy; ~ N (0, P;;) independent of Xy ~ N(0, Pyy) for

2The results established for the DM case can be readily extended to memory-
less channels with discrete time and continuous alphabets using standard tech-
niques [19, Chap. 7].
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Fig. 3. Example of a deterministic parallel relay-eavesdropper channel with two subchannels.

I € A°. Straightforward algebra which is omitted for brevity
gives (10). O

The parameters Py; and Ps; indicate the source and the relay
power allocated for transmission over the /th subchannel. In
(10), after some straightforward algebra, the contribution to
the equivocation of information sent through NF (set .A® in
Theorem 2) can be condensed by observing that we only need
to consider min{) ;. 4. 1(Xor; Yor), D jeue I( X3 Y1)} =
ZleAc 1(Xo;; Ys), to get higher secrecy rate. A simplified
expression for RI°% is given by (11) at the bottom of the page.
In (11), for each subchannel [-]* appears because achievable
secrecy rate is always non-negative.

Remark 5: The achievable perfect secrecy rate established
in Corollary 1 can be larger than the one obtained by coding
separately over different parallel subchannels.

This remark is elucidated by the following example.

Example: We consider a deterministic parallel relay-eaves-
dropper channel with two subchannels, ie., L := 2, as

shown in Fig. 3. For subchannel 1, the link capacities to
the relay, legitimate receiver and eavesdropper are given by
Cria = 4, Cr1p = 3 and C.y = 2, respectively. For sub-
channel 2, the link capacities to the relay, legitimate receiver
and eavesdropper are given by Cro, = 5,02 = 7 and
Ce2 = 3, respectively. For this channel, ach1evable rate ob-
tained by coding across subchannels is given by

2 2
Rezmin{Z( ria — m) Z( e — Cr%i)'f’}

i=1 i=1

= min{4,5} = 4. (12)

Similarly achievable rate obtained by coding separately over
each subchannel is given by
2
Rc = Z Hlln{ Jri,a Oei)+7 (Ori,b - Ceci)+}
i=1

=min{2,1} + min{2,4} =3 (13)

which is clearly smaller than (12). This shows the usefulness of
coding across subchannels.

low _ Py + p1uPo + 2\/ arp1 PPy Piy+ pauPo; + 2\/ o parPPo
RV = max min ZC -C
fo Py <Py, Zli Py <Py, e a7 a3
0<on <1, for I= 1,...,] A
P P P. 2/ @ Py P Py P. P
ZC (Oél 11) —C( 11 + p2i o +2\/041021 114721 )} (_2>+mm { Z C <PP11 21 ) / Z C <p2l 21)}
leA 0-2l lcAe l l€ Ae 1l + UI 1€ Ae U2]
p1 P P21 Py Py
— min C ( ) ) C ( ) C (—) (10)
{zg Py +of IEZA:C Py + o3, iezA:c H
, .
Rlv — i min {Z [C (Pu + pula + 2\/ ap11 P Poy o Piy+ pauPo + 2\/ apa Py ’
Py <Py

Y Pushiyl,

0<a; <1, for I=1,...,] A|

leA

01

2
711 ”21

leA

3 [C <(11P11> o (Pll + parPa + 2\/041/121P11P2l

‘721

'}

+
+ min Z [C (Pu +/2)11P21> o (Pu ‘|‘§21P21):| Z [C (P > ) <p21P21> _c (Pu +§21P21>]
leA g T2 leAe of T2 T

]

(11)
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C. Upper Bound on the Perfect Secrecy Rate

The following theorem provides an upper bound on the se-
crecy rate for the parallel Gaussian relay-eavesdropper channel.

Theorem 3: For the parallel Gaussian relay-eavesdropper
channel (7), an upper bound on the secrecy rate is given by

L

R = max (X, Xop V)
€ {Kp,€Kp, ti=1,..,L g 16, Xo; 17)
—I( Xy, Xop; Yar) (14)
where the maximization is over [Xll, Xoi] ~ N(0,.Kp,) with
iy PPy
Kp = {K = ,—1 <
Py { P [ \/m Py ] >
o < 1}, 1 = 1,...,L with the covariance matrices
[E[XI[I,L]XELL]]: [E[XQ[LL]XgELL]] satisfying (8) and (9),
respectively.

Proof: The proof follows from the rate-equivocation re-
gion established for the DM case in Theorem 1. Taking the first
term of minimization in the bound on the equivocation rate in
Theorem 1, we get

L

ReSmaXZI(Vu,Vgl;Y[ | U)—1(Vig, Vor; Yor | Up) (15)
=1

where Ul - (VllaVQl) - (XllaXZI) - (S/laylla},?l)a for

[ =1,..., L. The rest of the proof uses elements from related

works in [3] and [5]. Continuing from (15), we obtain

L
R <Y I(Vie,Va Vi | U) =
=1

(a) &
<Y T(Va, Vap Vi) = T(Vag, Vars Yar)

IV, Var; Yor | Uy)

I(Vi, Vo, Y0, You ) — I(Vay, Vg Yoo )

IN
M=t

il
-

(X1, Xois Y1, Yor) — I(X1y, Xois Y, Yor | Vi, Vo))

IS
WMh
I

~

— [T X1, Xog; Yor) — I( X4, Xog; Your | Vag, Var)

[
M=

(X1, Xoi; Y0, Yor) — I( X1y, Xog; You))

Il
-

— (X1, Xoi; Y0, Yoy | Vi, Vay)
— (X, Xy Yor | Vg, Vay)]

<N [T(Xu, Xoy Y, Yor) — I( X, Xog Yor)

M- )

Il
-

[
M=

I( X1, Xon Yo | Yar) (16)
where (a) follows by noticing that I{(Vy;, Vo, V1 | Up) —
I(Vy;, Vor; Yor | U;) is maximized by U; := constant and
(b) follows from the Markov chain condition (Vi;, Vo) —
(Xll, XQI) — (Y]/ Y1]7 YQl), l - 1, ey L

We now tighten the upper bound (16) by using an argument
previously used in [5] and [6] in the context of multi-antenna
wiretap channel. More specifically, observing that, the original
bound (15) depends on p(y:, yar|#1s, 22;) only through its

il
-

marginals p(y|x1;, x21) and p(yar|®1s, 22;), the upper bound
(16) can be further tightened as

L
R. < min (X, Xon Y | Y5
(p(y] 0y 2. m)}{p(mm)}z w, Xaui ¥/ | Y1)

(17)

where the joint conditional p(y;,v5;|x1,w2;) has the

same marginals as p(yr, yar|v1, z21), i€, p(yflew, ze) =
plyil w1, w2r) and plyh |21 221) = p(yarl®1r, 2o).
It can be easily shown that the bound in (17)

maximized when the inputs are jointly Gaussian,

ie., [Xll,Xgl] ~ N(O,KP,), Kpt S ]Cpl with

Kp = {Kp, : Kp, = | Py 7#’1\/173111321] 1<
’ Uiy PPy Py

v < 1},1 = 1,...,L with the covariance matrices

[E[Xl[LL]XﬂLL]] and [E[XQ[LL]XZ[LL]] satisfying (8) and (9),
respectively [5], [6].

Next, using the specified Gaussian inputs, and proceeding as
in [6] and [20], the evaluation of the upper bound (17) mini-

mized over all possible correlations between Y/, Y5, for I =
., L yields
R. < max I( Xy, X013 Y,
T {Kp,eKp hi=1,..L g 1 l)
—I( Xy, Xoi: Yor). (18)
This concludes the proof. O

The computation of the upper bound (14) is given in
Appendix B.

Remark 6: Viewing our Gaussian model (7) as a specific
MIMO relay-eavesdropper channel (i.e., one without interfer-
ence), one can establish a genie-aided upper bound on the se-
crecy capacity of the model (7) by using recent results on MIMO
wiretap channels [4]-[6], by upper bounding the secrecy rate
that can be conveyed by the source and relay to the legitimate
receiver on the multi-access part of the channel with that of an
interference-free MIMO wiretap channel with 21 -transmit an-
tenna at the sender, L-receive antenna at the legitimate receiver
and L-receive antenna at the eavesdropper. However, in con-
trast to (14), the upper bound obtained this way does not show
any degree of separability. More specifically, using [4]-[6], one
can argue that the following is an upper-bound on the secrecy
capacity of the model (7):

Re <I(Xap,0, Xon, 0 Y, )
— (X, Xoprps Yo ) (19)

for some [Xi,)Xon )] ~ N(0,Kp), and Kp =
E[( X1, Xopn,)(X11,n) X2[1,L])T] has diagonal entries
that satisfies (8) and (9), respectively.
Because the equivalent MIMO channel is interference-free,
the upper bound (19) can be written equivalently as
L

Ro <> I(Xy, XopVi|Y'™") = I (X, Xop: Yar| Y3 1)
1=1
(20)
Now, observe that (20) does not show any degree of separability
as in (14), basically because of the additional conditioning on
Yi ! forl =1,..., L.
Also, investigating our proof in the Gaussian case, one can
see that the RHS of (15) and its proof are fundamental. As



AWAN et al.: SECURE COMMUNICATION OVER PARALLEL RELAY CHANNEL

mentioned in the proof, we could obtain the final form (18)
essentially because the upper bound (15) that we established
depends on the conditional joint distribution p(y;, yai| 11, To2r)
only through its marginals.

Example Application: We consider a parallel relay channel
with interference at the eavesdropper. The received signals at
the relay, destination and eavesdropper are given by

Yii=Xu:+ Zuy
Yii=Xui+vpouXowi + 714
Yori = X1 + /p2uXori
L

+ Z Xk + o Xor s +Zor4.
Ry

ey

J

~~
interference

This model can represent the equivalent channel model of a
MIMO relay-eavesdropper channel with the interference at the
relay and legitimate receiver avoided through singular-value de-
composition; as the source can always get some feedback from
both the relay and legitimate receiver, and the relay from the
legitimate receiver, which then transforms the MIMO transmis-
sion into one on parallel channels among the source, relay and
legitimate receiver. The eavesdropper however does not feed-
back information on his channel, and so is subjected to cross-an-
tenna interference. Constraining the eavesdropper to treat the
cross-antenna interference as independent noise, one can obtain
an upper bound on the secrecy capacity of the model with con-
strained eavesdropper by direct application of (14). Straightfor-
ward algebra gives (22) at the bottom of the page.

Then, it is clear that the upper bound (22) holds also for the
model (21) with a non-constrained eavesdropper.

D. Secrecy Capacity in Some Special Cases

We now study the case in which the S-R links are very noisy,
i.e., the relay does not hear the source.

Theorem 4: For the model (7), if the relay does not hear the
source:
1) An upper bound on the perfect secrecy rate is given by

Py Py
R = c Sy (R
mdxz (Uz ) <U§z+ﬂzlpzl)

=1

(23)

where the maximization is over {Py;, Py}, L = 1,..., L,
such that 3>, Py < Py and Y, Py < P.
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2) A lower bound on the perfect secrecy rate is given by

P1l> ( Py )
Rlo“ = max C ( —C| ———— 24
Z Uz 031 + pa Py 24)

=1

where the maximization is over {Py;, Py}, { = 1,..., L,
such that 37 P, < Py, Y1 Py < Py and

L

p1 P ) (PQIPQI)

C C .
> ( Puto? Z =

=1

(25)

Proof: Upper Bound. The bound in (23) is established
as follows. Our approach borrows elements from an upper
bounding technique that is used in [18], and can be seen as
an extension of it to the case of parallel relay-eavesdropper
channels. Assume that all links between the relay and the
destination are noiseless, and the eavesdropper is constrained
to treat the relay’s signal as unknown noise. As mentioned in
[18], any upper bound for this model with full relay-destination
cooperation and constrained eavesdropper also applies to the
model of Theorem 4.

Now, for the model with full relay-destination cooperation
and constrained eavesdropper, we develop an upper bound on
the secrecy rate as follows. In this case, the destination can re-
move the effect of the relay transmission (which is indepen-
dent from the source transmission as the relay does not hear
the source), and the equivalent channel to the destination can
be written as

Y =Xui+ Zi,. (26)
The eavesdropper is constrained in the sense that it is restricted
not to decode the relay’s signals. Mathematically, this can be
stated as follows. Let Z%, be a random variable that has the same
distribution as X2 and Pz; () = Px,,(#), and represents un-
known noise at the eavesdropper. The channel output at the con-
strained eavesdropper is given by

Yo, =Xui+ Vouy,
——

unknown noise

+Za14. 27)

For the constrained eavesdropper the relay’s transmission acts
as unknown noise, with the worst case obtained with Z), being
Gaussian, for I = 1,..., L. The rest of the proof follows by
simply observing that the resulting model (with the worst case
relay transmission to the eavesdropper and full relay-destination

Py + porPoy + 2917/ por Py Py

R, < e ZC(PU + pulor + 21/11V/)11P11P21>_C<
S Pus<PL 1o o}
Z,Lj Py <Py
—1<a <1

‘ (22)
25:1,;@&1 Piy + /P2 Par + 200 p2r Prik Por + rf§l>
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cooperation) is, in fact, a parallel Gaussian wiretap channel, the
secrecy capacity of which is established in [3], i.e.,

L
Cy =max » I(X1:Y/) — I(X1;Yy))
=1

(28)

where the maximization is over XU ~ N0, Pry) and Xop ~
N(O,Pgl) ]—1 ..... L, Wlthzl 1P11 < P andzl 1P2]<
Ps.

Finally, straightforward algebra which is omitted for brevity
shows that the computation of (28) gives (23).

Lower Bound: The proof of the lower bound follows by eval-
uating the equivocation in Theorem 2 with a specific choice of
the variables. More specifically, evaluating (5) with the choice
‘.AC| =L, Vi := Xyqp, Vo := Xop, with X ~ ./\/K(O,Pll) in-
dependent of X5, ~ N (0, P),l =1,..., L and such that (25)
is satisfied, we get the rate expression in the RHS of (24). The
RHS of (24) then follows by maximization over all { Py, Pa;},
I =1,...,L, satisfyi Lg (25) and the total power constraints
211P11<P1and2,1P21<P2 O

Remark 7: The upper (23) and lower (24) bounds on the per-
fect secrecy rate of Theorem 4 have same expressions but are
maximized over different input sets. These bounds coincide only
when the inputs ({ Py, P2;}) that maximize the upper bound
(23) also satisfy (25). For this specific case, perfect secrecy is
established and is given by

L
Pu) ( Py )
Cy = max C|—=)-C| ——+ 29
IZ:; (012 03, + pa Py @9)
where the maximization is over { Py;, Py}, 1 = 1,..., L, such
that Y°F | Py < P1, Y, Py < Py and
L
1o /)21P21>
C C . 30
; (Pll +of ) Z ( G0
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IV. EXAMPLE APPLICATION

In this section we apply the results which we established for
the Gaussian memoryless model in Section III to study a fading
relay-eavesdropper channel.

For a fading relay-eavesdropper channel, the received signals
at the relay, legitimate receiver and eavesdropper are given by

Yig=heiX1i+ 214
Y = heai X1+ braiXoi + Z;

Yoi=hseiX1i+ hreiXo; + Za; (31
where ¢ is the time index, hsq;, hrgs, Psei, freq, and
hsr; are the fading gain coefficients associated with S-D,
R-D, S-E, R-E, and S-R links, given by complex Gaussian
random variables with zero mean and unit variance, respec-
tively. The noise processes {Z1:},{Zi},{Z2:} are zero
mean i.i.d complex Gaussian random variables with variances
o2, o2, and o3, respectively. The source and relay input
sequences are subject to an average power constraint, i.e.,
SLE( Xua 7)< nPr S Bl Xog 2] < nPo We
define h; = [hsqi Mra,i Psei Pre,i Bsri] and assume that per-
fect non-causal CSI is available at all nodes. For a given fading
state realization A;, the fading relay-eavesdropper channel is a
Gaussian relay-eavesdropper channel. Therefore, for a given
channel state with L fading state realizations, i.e., h = {h;}L |,
the fading relay-eavesdropper channel can be seen as a parallel
Gaussian relay-eavesdropper channel with L subchannels. The
power allocation vectors at the source and relay are denoted
by Pi(h) and Py(h), respectively. The ergodic achievable
secrecy rate of the fading relay-eavesdropper channel (31),
which follows from (11) is given by (32). The upper bound
for the fading relay-eavesdropper channel (31) follows directly
from the upper bound established for the parallel Gaussian
relay-eavesdropper channel (14). Straightforward algebra
which is omitted for brevity gives (33). See (32) and (33) at the
bottom of the page.

Rl Pr( hoal?Pa(h) + 2 Whsa|2 Pr(P)|h a2 Pa(h
R = max min{[E;,e |: (l al?Pu(h) + [Pral* Po(B) + 2+/G(R)[hsal* Pa(B) vl Pa ))
} E[P(R)] <Py, o2
E[P3(R)]<P3,
0<a(h)<1
[Boel2Pi(R) 4 |Bre |2 Pa(R) 4+ 24/ @(A) | hee |2 PL(R) | e |2 Pa (R) - L a(R)|haPP(R)
. Erea|2C —_—
a3 a3
- = + . 7 P 7
Boe PPi(R) 4 [hro|> Pa(R) 4+ 24/a(R)|hac |2 Pi(R) | o |2 Pa (R , hea|?Pi(R) + |heal? Pa(h
(I 2PuR) + [l Po(h) + 2/a ) PP o] mﬂ }+m{E,,,6Ac[2c(| P PLR) + el ())
a3 o2
9 (Ih se2Pi(R) 4 e IZP)(h)ﬂ Erese {20 <|hsd|2£’1(7z)) +2C(|h7~5|2_1’2(73)> c (Ih.sslzl’l(’_l)-ijIluslzl’-z(l_l)ﬂ+ .
o3 o? a3 o3
(32)
R — - e b [Fsa2PL(B) + a2 Pa(R) + 2¢(B)/|hsa |2 Pr(B) a2 Po(R)
T E(R)Ee. o2
Elr2(R)< P2,
—1<(h)<1
(|h e [PPL(R) + T[22 (R) + 200(R) A/ TR PP (R) B |2 n(;g)} )
U)
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Fig. 4. Achievable perfect secrecy rate of a parallel relay-eavesdropper
channel.

V. NUMERICAL RESULTS

In this section we provide numerical examples to illustrate
the performance of fading relay-eavesdropper channel. We con-
sider a fading relay-eavesdropper channel with L realizations of
fading state. It is assumed that perfect channel state informa-
tion is available at all nodes. We can consider this channel as a
Gaussian relay-eavesdropper channel with L subchannels. Al-
ternatively, this model can be seen as an OFDM system with L
sub-carriers. We model channel gain between node ¢ € {s,r}
and j € {r,d, e} as distance dependent Rayleigh fading, that
is, hij = h;,jd;]ﬂ, where + is the path loss exponent, d; ; is
the distance between the node 7 and j, and A ; is a complex
Gaussian random variable with zero mean and variance one.
Each subchannel is corrupted by additive white Gaussian noise
with zero mean and variance one. Furthermore, for each symbol
transmission same subchannel is used on S-R and R-D links to
make the optimization tractable. The objective function for both
lower and upper bounds are optimized numerically using AMPL
with a commercially available solver, for instance SNOPT.

To illustrate the system performance, we set the source and
relay power to 64 Watt each. We consider a network geometry
in which the source is located at the point (0,0), the relay is lo-
cated at the point (d, 0), the destination is located at the point
(1,0) and the eavesdropper is located at the point (0,1), where d
is the distance between the source and the relay. In all numerical
results we set path loss exponent v := 2 and L := 64. For all
numerical examples, secrecy rate is given by bits per channel
use. For each subchannel the selection of the coding scheme at
the relay is based on the relative strength of the S-D link w.r.t the
S-R link, i.e., we use NF scheme (set.A%) when |fsq|% > |hg, |?
and DF scheme (set A) when |hsq|? < |hs|?. Fig. 4 shows
the power allocation for a fading channel with 64 subchannels
where the relay is located at (0.5,0), and marker “x” denotes NF
on a particular subchannel while marker “[]” denotes DF on a
particular subchannel. It can be seen from Fig. 4 that achiev-
able perfect secrecy rate is zero for some subchannels. Roughly
speaking, this happens when the condition |i.4|? > |h..|? is
violated.

Fig. 5 compares the average perfect secrecy rate of the lower
bound, with optimized power allocation and with uniform
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1
—Lower bound with power allocation over all subchannels
|===Lower bound with uniform power allocation over all subchannels

Achievable perfect secrecy rate (bits/channel use)

*8 5 (5 0.5 1 15

Location of the relay

Fig. 5. Comparison of achievable perfect secrecy rate of the lower bound
with optimized power allocation and with uniform power allocation over all
subchannels.

“““ DF scheme
===NF scheme
=—Lower bound
== Wiretap channel

Achievable perfect secrecy rate (bits/channel use)

85 0 05 1 15
Location of the relay

Fig. 6. Comparison of achievable perfect secrecy rate of some schemes with
the lower bound.

power allocation, i.e., allocating same power at the source and
relay for all subchannels in & € A and in h € A°. It can
be seen that for separate source and relay powers, optimized
power allocation scheme outperforms uniform power allocation
scheme. This fact follows because optimized power allocation
scheme maximizes the achievable perfect secrecy rate and
hence enhances the system performance.

Mode selection at the relay by only considering the relative
strength of the S-D and the S-R link in the lower bound is sub-
optimal because the achievable secrecy rate (32) also depends
on the gain of other link. We now consider the case in which the
relay selects the scheme which maximizes the rate for each sub-
channel. We plot the lower bound with this criteria and compare
it with the case in which same scheme is used on all subchan-
nels. As a reference we consider the case in which there is no
relay, i.e., a parallel wiretap channel. Fig. 6 shows the achiev-
able average perfect secrecy rate of different schemes. It can be
seen that when the relay is close to the source, DF scheme on all
subchannels gives higher secrecy rate. Similarly when the relay
is close to the destination, NF scheme on all subchannels offers
better rate. The region when the relay is between 0.5 < d < 1.2
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Fig. 7. Bounds on perfect secrecy rate.

is of particular interest. In this region the relay selects between
DF scheme and NF scheme for each subchannel and utilizes the
gain from both schemes. It is interesting to note that when the
relay is close to the destination, use of DF scheme on all sub-
channels does not offer any gain because in this case the relay
is unable to decode the source codewords and hence the av-
erage secrecy rate decreases. The lower bound always perform
better than the wiretap channel which shows the usefulness of
the relay.

In Fig. 7 we compare the lower bound obtained in Fig. 6,
with the upper bound on the secrecy capacity for the fading
relay-eavesdropper channel. It can be seen that when the relay is
close to the source, the lower and upper bounds coincide. This
is achieved by using DF scheme on all subchannels.

VI. CONCLUSION

We studied the problem of secure communication over par-
allel relay channel. Outer and inner bounds on the rate-equiv-
ocation are established for the DM case. Developing an outer
bound on the parallel relay-eavesdropper channel is non-trivial
and it does not follow directly from the one established in [12].
For the Gaussian memoryless case, lower and upper bounds on
the perfect secrecy rate are established. The computable upper
bound for the Gaussian model shows some separability over
subchannels. In the case in which the relay does not hear the
source, under some specific conditions the lower and upper
bounds coincide and secrecy capacity is established. We apply
the results established for the Gaussian memoryless model to
a more practical fading relay-eavesdropper channel. Numer-
ical examples showed that power adjustment among parallel
channels results in higher secrecy rate.

APPENDIX A
PROOF OF THEOREM 1

The proof generalizes the results of [12, Theorem 1] and uses
elements from a similar proof in the context of parallel BCC in

[3].
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1) We first bound the equivocation rate as follows:
nR, = (W | Yolr )
=HW)-1 (W 2[1 L})

=1 (W§ }/[?,L]) -1 (W; YQTLL]) +H (W ‘Y[;LL])

< 1T(Wivy) = 1 (W:Yah) +nen
L
= ZI (W Yt Y- 1]) -1 (W§Y2'll 2[l+1,L]) + e,
=1
L n )
=T (WY [Ny )
=1 i=1
-1 (W Youi |Yargi4175 Yol L]) +ne,

1 (W Yorira): Yafira,z)s Yoi

=1

YI ! Y[ll 1])

WYYy

WY1 Y gy Yai Y,

( /27[7',—0-1} : YQTH—LL] 1 Yy
( Sli+1]7 Y2[41,L] )

+ (Yi—ly Y[? 1] Yoy

W YQ?[H-I] ’ YSEH—LL]) + ne,

®) n
ZZI (VV y21[l+1 Y2[1+1,L]§Yli
=1 i=1

=1 (WYY Va

Y LY, 1])

Yoiiv1) Yohgn o) ) + nen

n

Z ( 2[i+1]> Y2li41,2) Yii

VLY Vit Vg )

i—1 n
Yo Yy Yau

Yﬁ Y[ll 1])

(W; Yy

-1 ( Vitsen Valienoy )
(W; You

i

So1(wivily,

v Y 1]7Y27;[1',+1]1Y2,fl+1311]) + ney,

(‘

>
+17
-1
P

v ! Y Y2"l’[i+1]>y2n[’z+1,L])

-1 (W Yau

+ ne,

Y, 717 Y[;L,lfl] ’ Yﬁ’;[i+1] ’ Yé’fl+l’L] )

(34)

where ¢, — 0 asn — o0; (a) follows from Fano’s in-
equality; and () and (c) follows from [2, Lemma 7].

We introduce a random  variable 1T uni-
formly  distributed  over  {1,2,....n} and
i—1 n n
set, Uy = oL Yy Y2l[z+1] Y[l—i—l Ly
= W Yg g Yo gy and Vag o= Y Y[,lLl 1"
We define U; = (T,Uy), Vi1 = (T, Vm)/Vzl =
(T, Vo), X1y = Xur, Xy = leT Y} = Yir,Yu =
YUT,YQZ = Yoy, for I = , L. Note that

(Up, Vi, Var, X1, X1, Y1, Va1, Yor) Satlsﬁes the following
Markov chain condition:

Uy — (Vi Vo) — (X1, Xop)

(YVl7Y1l7Y2l) forl = 1 L
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Thus, we have 2) We now bound the rate R as follows:

1 - i— 1 ' n nR=H(W
R. < gz 1 (WQYM Y 17Y[l,lfl]'/YZI[iJrl]'/YQ[l+1,L]) " )

=1 = 1(WiYgy) + 1 (W|Yiy)

. (W YQli Yifl, y» 10 va;, ; , Ynl ‘ ) +e, h)
) ! [1-1]> F2ufi+1]s Tol141,1) 21 (W; i L]) + e,
1 k23 )
= - I (W;Yil—le?ZA ) 2’1Li+1 ) 72”1+1.L i Yi
nlz;izl [ ) ] [ ] [ : } —ZI(VV l/l" 5/[11 1})"’77'611,
. 1=1

v Y1 Yagigas 2’El+1,L])

L n
i— 7 i) . - W Y, Y7 ! Y > n
. (W/ Yl 17 Y[LFI]’}21[i+1},Y2[1+17L];Y21.,; ; e ( I [1,1—1] + ne,
Yifl,Y" B rni ,Y"’ ) 4 €n L n
L =2 (e Vi)

I
-
—

@ 1 Z Z I(Viii, Varis Yii | Uni)

T =1 i=1
— IV, Vaii: Yo | Un) + €, (335)
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=1 ) L n
. y <D HY)
where (d) and (e) follow by using the above definition. =1
We can also bound the equivocation rate as follows. We i1 yon "
continue from (34) to get - H (Yu WY 5 Yy 2,/[”1],}/2[”17“) + ney,
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where (f) and (g) follow from the above definition.

ZI (VV, Yliil:y[flf 1 Yailig1) Yolig1, 1) Yli)‘l'nﬁn

(39

(40)

fol-



370 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 7, NO. 2, APRIL 2012

L ,
wp 1. Py + puPoy + 291/ priPriPoy 1, Py + parPoy + 291/ puPri P
RP = max —log 1+ 5 — =—log 1+ 5 (50)
S5 Pu<Pi, 1o, 2 7 2 T
leil Py <P,
—1<yy <1
for I1=1,....L
L2 7y APPENDIX B
o IZ; ; ( 1 —1] ) We compute the upper bound on secrecy rate for the parallel
- Gaussian relay-eavesdropper channel as follows:
“H (hh,Yh AR 1]> + nen .
o Ln max > (X, Xoi Y1) — I( X1y, Xop Yay)
< Z H (Ym,Yli v Y 1]) B
=1 i=1
. i n = r(Y) — h(Y) | X1, Xo1) — R(Y
—H (Y1i, Yis | WY LY Vi Y2[l+1;L])+”€” T (Key ek b Z[ 2 ARSURCOMRUSED
b Wy 4 h(¥ar | Xut X))
= Z I(I/V 2,[7+1]7y2[]+17[/}; 1les lfli L
=1 i=1 = max Z[h(Yl) — WZ) — h(Yar) + h(Za)].
[ (45)
= Z Z I(Viis Yo, Yie | Vaig) + nen. (41)  The first term in (45) is computed as follows:
1=1 i=1
! ) h(Yy) = M X1 + VouXa + Z1)
ence, we have 1
=5 log(2me) (Pu + prbor + 29/ pubuPor + 0?) .
L n (46)
R< - Z Z I(Vi;: Y, Yoo | Vo) + €n
=1 iz1 Similarly the second, third, and fourth term in (45) are computed
L as follows:
<> IV Y, Y | Vo) + €n (42) 1
lz:; h(Zy) = 5 log 2me (O'ZQ) (47)
1
where (k) follows from Fano’s inequality; and (/) follows from hYq) = 3 log(2me) (Pu + paPa
the fact that conditioning reduces the entropy.
Therefore an outer bound on the achievable rate equivocation +2¢1v/ paPruPa + o gz) (48)
region is given by the following set: 1 .
W Zay) = 5 log 2me (0’51) . (49)

{7, R.) that satisfy (36),(38), (40), (42)}  (43)
where the union is over all probability distributions
p(u[l,L]v7«'1[1,L]a'U2[1,L]7T’l[l,L]7$2[17L}:y[l,L]nyl[l.L]7y2[1,L])~
Finally we note that the terms in (36), (38), (40),
and (42) depend on the probability distribution
p(u[l,L]vUl[l,L]a7’2[1,L]7~T'1[1,L]7$2[17L}:y[l,L]nyl[l.L]7y2[1,L])
only through p(u, v1y, var, 11, T21, Y1, Y11, Y21 ). Hence, there is
no loss of optimality to consider only those distributions that
have the form

L
[T o, o1, var)p(was, o | v, v1r, v20)
=1
Dy, yin, yau | T, 1)) (44)

This completes the proof of Theorem 1.

Using (46)—(49) in (45) gives (50) at the top of the page.
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